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Resumo

A blockchain esta a revolucionar o mundo. A blockchain consiste num registo de transagoes
distribuido que pode ser usado para varios propdsitos, por exemplo, para processamento de
pagamentos, transferéncias de dinheiro, votacao digita, armazenamento de dados, entre outros.
E especialmente interessante usar a blockchain para armazenar dados, pois é um registo imutavel
que garante propriedades de seguranca desejaveis. Porém, na tecnologia blockchain atual, con-
tinua a ser um problema o facto de que esta s6 poder armazenar, de maneira eficiente, dados com
tamanhos pequenos. Também é relevante mencionar que blockchains ptblicas como o Ethereum
cobram aos utilizadores por cada byte armazenado, tornando caro o armazenamento de ficheiros
de grandes dimensoes. Para resolver esse problema, propomos P2CSTORE, um novo sistema de
armazenamento para aplicagoes blockchain usando subsistemas P2P e computacao na nuvem.
Dessa forma, pretendemos fornecer aos programadores de aplicacoes a flexibilidade de escolher
o melhor local para seus ficheiros. O uso da blockchain para armazenar ficheiros, por exem-
plo certificados educacionais permite uma melhor avaliacdo da autenticidade desses ficheiros.
A aplicagdo armazena hashes dos certificados na blockchain e os préprios certificados no nosso
sistema de armazenamento. Com esta solucdo, podemos ter um sistema de armazenamento que
funciona em cima qualquer blockchain. Os resultados obtidos neste trabalho reforcam o facto
de ser relevante criar tal sistema com as duas possibilidades P2P e computacao em nuvem. Isto
verifica-se pois existe um bom desempenho em ambos, fazendo com que uma combinagao seja

possivel e eficiente, aumentando a disbonibilidade sem comprometer o desempenho so sistema.

Palavras-chave: Armazenamento Distribuido, Blockchain, Certificados de Educacio,

Seguranca, Confiabilidade, Disponibilidade
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Abstract

Blockchain is currently revolutionizing the world. A blockchain consists of a distributed ledger of
transactions that can be used for several purposes, such as payment processing, money transfers,
digital voting, data storing, among others. It is interesting to use blockchain to store data
because it is an immutable ledger that will ensure desirable security properties. However, in
blockchain technology, it remains a problem the fact that it can only store, in an efficient way,
data with small sizes. Public blockchains like Ethereum charge the users per each byte stored
making it expensive to store large files. To tackle this problem we propose P2CSTORE, a new
storage system for blockchain applications using both P2P and cloud subsystems. This way we
alm to provide application developers with the flexibility of choosing the best place for their
files. The usage of blockchain to store files, for example, education certificates allow a better
authenticity assessment of these files. The application stores hashes of the certificates in the
blockchain and the certificates themselves in our storage system. With this solution, we can
have a storage system that works on top of any blockchain, that can store files of arbitrary size.
Our evaluation corroborates the fact that such a system with both P2P and cloud is relevant
and it works. This is the case because the obtained results outlined a good performance for both
P2P and cloud. Therefore, a combination of both is possible and efficient, but it also improves

availability without compromising system performance.

Keywords: Distributed Storage, Blockchain, Education Certificates, Security, Reliabil-

ity, Availability
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Chapter 1

Introduction

Nowadays datae is an important component of our world. We generate vast amounts of data
daily, such as application logs, browser search history, medical records, education certificates,
photos, among many other items that must be properly stored. The current best way to store
files is by using distributed systems. This is the case because these system’s components are
located in different machines that communicate through a computer network by message passing.
This makes these systems the best option for storage systems because by being distributed it
is possible to scale the system by adding new machines, making it possible to scale almost
infinitely. A blockchain [Und16, Pecl7] is an example of a distributed system that can be used
for storage purposes. Blockchain is a promising new technology that is generating a vast interest
world-wide, Portugal included [Pecl7]. A blockchain is an ordered log of transactions that runs
in several nodes connected over the Internet. It is possible to append new transactions to the
log, but not modify those already logged.

There are two types of blockchains, permissionless and permissioned. In permissionless
blockchains, no one controls the blockchain. Everyone can contribute to the blockchain and
hold a copy of the public ledger. In permissioned blockchains, an entity or set of entities decide
who can perform transactions. Bitcoin and Ethereum are both permissionless blockchains, but
Ethereum has the capacity of running code with smart contracts. Ethereum smart contracts are
programs that can be executed by the Ethereum Virtual Machine.

Blockchain technology has several applicabilities such as payment processing, money trans-
fers, digital voting, immutable data backup, data storing, among others. In our work, we will
be focusing on the storage capacity of the blockchain. It is interesting to use the blockchain for
storage because it can store certificate hashes that can later be used to enforce the authenticity
of the associated certificate. After all, if a node attempts to store something it first must make a

valid transaction on the blockchain, which ensures several properties like integrity, authenticity,



non-repudiation, all of which will be discussed in the next section.

As an example, project QualiChain (https://qualichain-project.eu/) is developing a blockchain-
based system to enforce the authenticity of university certificates, [SVGC20, MTD19, KMK*19,
KVH20]. The idea is to store certificate data in a blockchain, in such a way that when a company
receives an application for a given position, it can check with the blockchain if the candidate
certificate is authentic. A natural approach would be to store the certificates in the blockchain,
but certificates are reasonably large (in the order of a few megabytes). Public blockchains like
Ethereum charge the users per each byte stored making them expensive to store large files, so
storing all certificates from all users in the blockchain would be very expensive.

Another approach, often used in blockchain-based distributed applications, also known as
DApps [AW18], is to use an external storage system to store data. These applications typically
store the hash of the file on the blockchain and the actual file in a separate storage system.
DApps and smart contracts are very similar but should not be considered the same thing. A
smart contract is a program that consists of an agreement between parties that is automatically
executed once a transaction triggers it. DApps however, are decentralized applications that are
executed in a decentralized peer-to-peer network.

To create a storage system for DApps, there are two common architectures: peer-to-peer
(P2P) and centralized storage. DApps often use as external file storage system a P2P file
system [Benl4, VC14, WBBB14, BG18, Swal9, WLB14|, as many blockchains are also P2P
systems [Nak08, Wool4].

There is a set of properties that we must have in consideration for a storage system. These

properties are:

1. Availability, a system is said to be available if it can ensure that a certain file will be

available at any given time.

2. Data integrity, consists of the capacity of the system to ensure that the data is consistent

and has not been corrupted.

In a P2P system, there is no centralized server. In such a system, some nodes share resources
to store files. If a node wants to get a particular file, it can request it from the network. These
systems are typically based on volunteer nodes and therefore can be used free of charge. One
example of such a system is the IPFS [Ben14] that will be described later in this document.

P2P systems have advantages when compared to other kinds of systems, for instance, these
systems are easy to set up because there is no need for management servers. A P2P network

system is less expensive as most of the nodes are personal computers, and each time one node



fails, the repair is not costly for the system. Since all nodes work as providers (servers) and

clients the necessity of a centralized system does not exist.

Although P2P systems have advantages they also have some disadvantages. In a P2P system,
most nodes are personal computers, therefore it is difficult to ensure data integrity. Availability
is also harder to ensure in such systems. It is difficult in P2P systems since nodes can leave and
join the network at will, making the files they store available or unavailable as they join and

leave respectively.

This set of advantages make the peer-to-peer system an interesting approach for some types
of applications. An example would be if one wants an application that has a high number
of users using the system at the same time. In this architecture, the system scales as more
users join in. The system could benefit from the high number of users to store data or execute
computation, allowing it to grow in storage capacity and computation power as more users join
the system. Also because more users are online at the same time the probability that a certain

file is available is greater than if a small number of users were online at the same time.

There is also the centralized architecture in which client computers connect to a central server
over the Internet. This client-server architecture allows providing high-availability by replicating
the server and/or disaster recovery by doing backups and similar mechanisms. Today, with the
popularity of the cloud model [AFG™10], this architecture is provided by many cloud storage
services [Amaa, CT11, Gooa, Drob], that ensure high-availability but charge for bytes stored

and downloaded.

The advantages that the centralized server architecture has when compared to P2P systems
are, for example, the fact that there is centralized control. Servers can control access rights to
resources. The allocation and distribution of resources across servers are also centrally managed.
Due to this centralization, the management is also easier as all files are stored in the same place,
being easy to find and store them. The client-server architecture also has the advantage of back-
up and recovery, as all data is stored on a central server which could create back-up mechanisms

for data loss issues.

The centralized storage approach has also several disadvantages. In this type of architecture
if a lot of clients start making requests to the same server at the same time it could get slow,
congested, and could even make the system not be able to supply the service. This problem

could also be exploited by attackers to perform DDoS (Distributed Denial of Service) attacks.

When considering the advantages and disadvantages of both P2P and centralized server
architecture, it is possible to understand that both have their merits and therefore they can

both be used to create a storage system for DApps. Considering this we decided to concile



both solutions to create a more robust, highly available storage system. In sum, this work will
leverage ideas from these two types of architectures — those based on P2P and those on clouds.

This work was used to develop an article P2CSTORE: P2P and Cloud File Storage for
Blockchain Applications for The 19th IEEE International Symposium on Network Computing
and Applications (NCA 2020).

1.1 Objectives

Our general goal is to create P2CSTORE, a distributed file system for DApps that leverages the
two types of distributed file storage systems previously described and allows developers to select
among a wide range of configurations with different trust, cost, and availability trade-offs. To
guarantee the high availability and integrity of the files we will leverage replication techniques.
We will also use a Proof-of-Storage (PoS) mechanism to ensure that each system node is storing
the content as promised. The PoS mechanism allows a client to check if a server has a file

without downloading that file. We will use the storage of university certificates as a use case.

1.2 Thesis Outline

The remainder of the document is structured as follows. In Chapter 2 we discuss related work
that is relevant to our solution. Chapter 3 describes the system implementations, in particular,
the general architecture of the solution, the rationale behind our choices, the proof-of-storage
algorithm, and several communication protocols. Chapter 4 evaluates the solution that we
propose and discusses the associated results. Finally, Chapter 5 briefly concludes this thesis and

proposes for future work.



Chapter 2

Background

The development of a storage system for blockchain applications using both P2P and Cloud
storage providers can be analyzed under three main categories, the blockchain, the storage
system, both P2P and Cloud providers, and finally the combination between both blockchain
and storage systems.

P2CSTORE is a storage system for blockchain applications. The design and development of
this work was inspired by several other storage systems, in particular DepSky, IPFS, UniDrive,
Storj, FileCoin [BCQ*13][BG18][WBBB14][TLS*15][Ben14].

The remainder of this chapter presents the work done by previous research that influenced
the design and development of P2CSTORE. It also presents the relationship of this work with
our solution, P2CSTORE, to contextualize it.

This chapter has the following structure. Section 2.1 introduces blockchain technology. In
particular, it is focused on Ethereum and smart contracts as well as some of the blockchain prop-
erties that are interesting to our work. Section 2.2 presents several storage systems, both P2P
and cloud-based storage systems. In Section 2.3 we discuss storage systems for the blockchain.
In Section 2.4 we introduce Proof-of-Storage algorithms and describe why they are interesting.

Finally, A description of the concepts discussed in this chapter is given in Section 2.5.

2.1 Blockchain

When blockchain started with Bitcoin [NakO8] the goal was to create a new way of making
transactions between entities without the necessity of a middle-man. However, blockchain has
evolved a lot since then.

Nowadays we have a great number of blockchains like Bitcoin, Ethereum, among many more.

All of them share a set of characteristics that were first introduced and proposed with Bitcoin.



Blockchains are P2P networks connecting all participants and propagating the updates made
to the network, like transactions and blocks of transactions that were verified by miners[Her19].
These miners consist of computers with high-performance graphics processing units. These min-
ers use a set of consensus rules to make the verification of whether a certain transaction is valid
or not, meaning that they add a transaction to a candidate block and then attempt to find a
Proof-of-Work (PoW) that makes the candidate block valid to add it to the blockchain [Her19].
Proof-of-work mining consists of having a certain node execute a certain amount of compu-
tational work, like solving a puzzle, for a reward. These updates are all verified based on a
standardized gossip protocol.

This gossip communication protocol works based on the way epidemic virus spread. By doing
so P2P distributed systems ensure that data is disseminated to all members of a group. This
protocol allows transaction propagation through a simple process. In Ethereum, the transaction
propagation starts with the originating node creating a signed transaction. Then it is validated
and transmitted to all nodes directly connected to the originating node. These directly connected
nodes are called neighbors. Each one of the neighbors validates the transaction and transmits
it to their set of neighbors, except the one they received the transaction from. This way the
transaction will spread across the network at a rapid pace, like an epidemic virus.

In general, we can define blockchain as a timestamped, distributed, and secure database that
stores transactions between nodes in the network [Nak08]. These transactions consist of signed
messages that consist of the transfer of cryptocurrencies from one account to another. When
verified and accepted, transactions create a chain of cryptographically secured blocks that acts

as a ledger. The blockchain also preserves the integrity of the network.

Permissioned and Permissionless Blockchains

Blockchains can be permissionless or permissioned. Permissionless blockchains are characterized
by having no owner. Everyone can contribute and hold a copy of the public ledger. To ensure
the integrity of the ledger, nodes reach a consensus between each other to have a single state
among them all. Any user can join or leave the network when he wants [Pecl7].

Ethereum is an example of a permissionless blockchain [AW18]. It is a public ledger, therefore
all transactions that happen must be visible to everyone to be verified. Also, no part of the
Ethereum protocol involves encryption besides the digital signing transactions. This means that
all communications with the Ethereum platform and between nodes are not encrypted and can
be read by anyone.

In permissionless blockchains, we have a public and transparent ledger where everyone can



interact and contribute to it without a third party having to allow and control everything,
instead it is the network of several peers that together make and control the network.

There also exist permissioned blockchains. This type of blockchain was created to solve
another problem. Financial institutions soon noticed the growing popularity of permissionless
blockchain. However, they realized that this type of blockchain had a public way of operating
that did not correspond to their needs. They needed to ensure privacy for their client’s data
while controlling the network, who participated in it, and what each participant could do.

In this type of blockchain, the processing of transactions is done by a well-defined set of
identified entities. Also, all data in the system is visible only to a limited set of entities, in the
case of financial institutions only they can see the user’s data and not everyone as it happens
on permissionless blockchains.

Permissioned blockchains are intended to be used by entities that have some kind of trust
in each other. Therefore, the entities able to add new blocks to the ledger are predefined. This
way it becomes unnecessary to do proof-of-work mining to ensure consensus because it is not a
public ledger.

This way institutions can control the blockchain better, meaning that they can allow limited
read access to transactions and block headers to their users (clients). This way they can assure
the safety of their client’s funds in a more transparent and trustworthy way.

For our work, the permissionless blockchain is more appealing because we want the ledger
to be public, we want for everyone to be able to participate in the network equally. Therefore

we will focus more on Ethereum, which, as said before, is a permissionless blockchain.

Ethereum

All nodes are equal peers in the Ethereum network, however, some of them are operated by
miners. To prevent attacks on the network, blockchains in general also use PoW, associated
with a monetary incentive to all participants that will prefer to solve the challenge and earn
the money for solving it, instead of attacking the network. PoW consensus has a significant
drawback, which is the cost of electricity required to solve it, considering that it is like a service
provided by the miners, they give electricity and computer power and, when they succeed to
add a new block, they receive money incentive.

This innovation that first started with Bitcoin soon was noticed by enthusiasts, and new
applications for this new technology started to be considered and developed by the community,
other than for cryptocurrencies. They wanted to use blockchain for things like storage, digital

voting, among other applications, however, this was not yet possible with Bitcoin. At first,



developers thought it was a good idea to build on top of Bitcoin, but soon they realized that
this would be too challenging, and Bitcoin was too limited for the potentiality of the blockchain
technology. Considering this a new blockchain soon started to be developed, Ethereum, based

on Bitcoin and Mastercoin [But13]. Ethereum was built to be capable of executing code.

Bitcoin tracks the ownership and state of bitcoins. Ethereum tracks the state transitions of
a general-purpose data store. This data store can hold any kind of data because it is a key-value
tuple. Because of its storage capacity, Ethereum can, like a normal computer, load code into its
Ethereum Virtual Machine (EVM), and run that code. The resulting state changes are stored
directly into the blockchain. These EVM programs are called smart contracts, which will be

discussed in more detail next.

Ethereum is Turing complete, unlike Bitcoin. A system is said to be Turing complete if it
can be used to simulate any Turing Machine. As demonstrated by Turing, it is impossible to
prove whether a program will terminate or not without running the actual program. Therefore
Ethereum can not predict if a smart contract will terminate, or the time it is going to run, without
actually running it. This could be exploited to create a Denial of Service (DoS) attack. In this
type of attack, the goal is to make the system unavailable, preventing the system to provide
the service. This attack could consume a lot of CPU power, memory and could compromise the

functioning of the Ethereum network.

To tackle this problem, Ethereum implemented a measuring mechanism called gas. This
mechanism works by having each instruction cost a certain amount of gas. When a transaction
triggers the execution of a smart contract it must include a maximum gas cost that can be
consumed while running the smart contract. The execution will be terminated by EVM if the
gas limit is reached. The gas can be bought only with ether, the Ethereum coin. Because of gas,
the smart contract execution is limited, meaning that it will run until the maximum gas limit is
reached, protecting the network in the case that the program never terminates, preventing this

kind of DoS attack.

As Ethereum developed, it became able to store data and execute programs, people soon
started to realize that they could build Decentralized Applications DApps. With DApps,
Ethereum became a platform for programmers. DApps are composed of a web frontend user

interface and smart contracts on a blockchain [AW18].

Blockchain started to be considered as a storage mechanism, secure, and highly available.
The problem was that the blockchain could only store small amounts of data. Also, the cost of
storing a 256bit on the Ethereum network is 20000 gas. The cost of gas at the time of writing
this document is 105 Gwei and each Gwei is 0.000000001 ETH [Wool4, etha]. We can easily



calculate the cost of storing a file with 1KB [ethb]. Considering that 256bit costs 20000 gas
then 1KB costs 80000 gas which gives us a transaction fee (Fiat) of $3.00352. Having this into
account it became necessary to develop a new storage system, to store more information while
keeping all of the great properties of the blockchain.

It is important to mention that no part of the Ethereum protocol involves encryption. This
means that all communications with the Ethereum platform and between nodes are not en-
crypted and can be read by anyone. This way it is possible for everyone to verify the correctness
of state updates and to reach consensus.

However, cryptography still is an important part of the Ethereum protocol. For instance,
ownership of ether by Externally Owned Accounts is established through a set of cryptography
mechanisms like digital private keys, Ethereum addresses, and digital signatures.

Externally Owned Accounts or EOA is a type of account that has an ether balance, it can
also send transactions, it is controlled by a private key and it does not have any associated code.

Therefore these accounts are controlled by anyone who has the private key.

Smart Contracts and Security on Ethereum

The Ethereum protocol has two possible types of accounts, externally owned accounts (EOAs)
and contract accounts. EOAs are controlled by users and have a key pair associated. As opposed
to EOAs, contract accounts do not have a public key. Therefore, contract accounts, are fully
controlled by what was coded in the program. The Ethereum virtual machine (EVM) is where
the program code is executed. These types of programs are also known as smart contracts. It is
important to notice that the contract accounts can also have data storage associated with the
code.

In the context of this work, the term smart contract is used to describe immutable com-
puter programs that run in a deterministic way in the context of an EVM on the decentralized
Ethereum network. They are said to be immutable because once deployed on the Ethereum
network the code of the smart contract cannot be changed directly, the only way to modify it is
to deploy a new instance.

These smart contracts are written using high-level languages, for example, Vyper [vyp] and
Solidity [sol]. But, the EVM does not understand high-level languages, therefore for the smart
contracts to run on the EVM, they must be first compiled to bytecode. Once these smart
contracts are compiled, they are deployed on the Ethereum network using the contract creation
transaction. These types of transactions are special because they go to the contract creation

address 0x0.



When a transaction like this occurs the created contract account gets an Ethereum address
generated from the transaction which will identify the contract account from that moment on,
meaning that if someone wants to execute a function of that contract or send funds to it, it will
have to make a transaction to this address.

All contracts on the Ethereum network, as said before, are inactive until a new transaction
initiated from an EOA triggers it to execute something. However, a contract can still call another
contract, and this contract could call another contract, and so on, but the first contract in a
chain of contracts must always be called by an EOA transaction.

When writing smart contracts security is a concern. In the field of smart contract develop-
ment, a simple mistake is costly and easily exploited, and usually, there is no way to recover the
money that was lost. A smart contract executes exactly what is written for it to do. However,
sometimes the programmer codes something that he did not intend, generating bugs and vul-
nerabilities. Considering that all smart contracts are public and that any user can interact with
them by issuing transactions, any existing vulnerability can be exploited by everyone. Therefore
it becomes of major importance to follow best practices and use well-tested design patterns
when developing smart contracts. The security best practices considered are the ones common
to most software development areas, as secure development is of great importance to all of them.
They are, for example, defensive programming, minimalism /simplicity, code reuse, code quality,

readability, and test coverage [AW18].

2.2 Storage Systems

We live in an era where storage systems are of major importance. Today we generate a lot of
data, such as application logs, browser search history, medical records, education certificates,
among many others. The current best approach to store such data in a fast, secure, and highly
available way is through the usage of distributed storage systems.

Distributed storage systems store data on a set of multiple servers, which behave as a single
storage system. In our work, we will focus on P2P storage systems and cloud storage systems,

which we discuss next.

Peer-to-Peer Storage Systems

P2P systems represent a paradigm of distributed systems whereas data and computational
resources are contributed by many hosts that are trying to provide a uniform state. In this
type of system, all nodes contribute with computational resources like disk storage and CPU

power. Next, we will look in more detail into the IPFS P2P storage system [Benl4]. We chose
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Figure 2.1: Overview of the IPFS Protocol stack of sub-protocols

to analyze this system because it is known and representative.

IPFS Storage System

As time passed more applications, in particular, P2P distributed file systems, appeared, for ex-
ample, AFS, Coral, among many others. For our work, we will be focusing on the InterPlanetary
File System, also known as IPFS [Ben14].

IPES consists of a P2P distributed file system that tries to use the best techniques and
algorithms used by the existing and proven P2P distributed file systems, like distributed hash
tables (Kademlia), block exchanges (BitTorrent), versioning control systems (Git), and self-
certified filesystems (SFS). Even though a lot of systems reached a great number of users we
still do not have today a “general file-system that offers global, low-latency and decentralized
distribution” [Benl4]. Therefore, the idea is to create a file system to connect all computing
devices with the same system of files, on a global scale.

IPFS is divided into a stack of sub-protocols where each of the layers is responsible for a
different functionality within the system.

As we can see in Figure 1 there are seven layers. The Application layer is not part of the
scope of our work and, therefore, it will not be covered. The identities layer is separated because
it is not a direct part of the stack, it is instead a parallel sub-protocol that is fundamental to
the proper functioning of the IPFS Protocol.

The Identities layer corresponds to the layer where each node that participates in the network
gets identified. In this protocol, the nodes are identified by a Nodeld. The Nodeld consists of a
unique fingerprint, given by a cryptographic hash of the public key of the respective node. This
cryptographic hash is created using S/Kademlia’s [BMO07] proof-of-work crypto puzzle. Each

node has to create an asymmetric key pair and store their public and private keys encrypted
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with a passphrase. The nodes can instantiate a new node on every launch, however, they are
incentivized to remain the same. Otherwise, they lose accrued network benefits. Upon creation,
nodes exchange public keys and verify if the other’s Nodeld equals the hash of the other’s public

key, and only if these values are the same the connection remains, otherwise it is terminated.

Nodes in a P2P network need a way of communicating with each other, for that there is
the Network layer. The IPFS Network layer offers the most important features, like transport,
reliability, connectivity, integrity, and authenticity. IPFS does so by using existing technologies
such as uTP [SHIT12] for transport and HMAC for authenticity. IPFS can be customized to the
particular needs of the system, meaning that the protocols and technologies used in this layer

can be adjusted and changed.

The Routing layer is required for the IPFS nodes to find peers who have particular objects.
A Distributed Sloppy Hash Table (DSHT) based on S/Kademlia and Coral [FFMO04] is used.
The DSHT allows for an efficient lookup while making efficient use of storage and bandwidth.
Based on DSHT, IPFS nodes can lookup other nodes by a decentralized clustering algorithm
where nodes can find each other and form clusters according to region and size. IPFS DSHT
is also used to find which nodes have some specific data by referring to the multihash of that
data, meaning that if one node wants some data it asks the DSHT to find what are the nodes
that can serve its request. What is stored on the DSHT are references, which are the Nodelds
of the peers that have the data. Although the default is a DSHT, the routing system of IPFS

can be changed according to the necessity of the application.

To exchange data IPFS uses a protocol called BitSwap, which is similar to BitTorrent. In
BitSwap data is broken down into blocks. Each participant has a set of blocks they want and a
set of blocks they have to offer. BitSwap works like a marketplace where peers exchange blocks
with each other. In BitSwap nodes exchange blocks regardless of what files those blocks are
part of, meaning that blocks are traded with all IPFS nodes. Blocks could come from totally
unrelated files in the file system. Sometimes nodes do not have anything to exchange in the
BitSwap marketplace but still need some blocks. In this case, nodes must work to get the blocks
they want. What happens is that a node that wants some block but has nothing to trade, will
seek the pieces its peers want, with lower priority when compared with the blocks the nodes
want for themselves. This way nodes are incentivized to cache blocks because if they do cache
blocks they will have a greater capacity to trade when they need to get some blocks from the

marketplace. This works as an incentive for nodes to seed even when they do not need anything.

There are different strategies possible for BitSwap peers to employ. One example is by

implementing a credit-like strategy. In this strategy, peers track their balance with other nodes
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and peers send blocks in a probabilistic way to debtor peers according to a function, in this
example lets use the debt ratio function. In this function as a node gets more debt the probability
that it will receive the blocks that it wants reduces. As opposed to when a node gets more credit,
by sharing blocks with other nodes, it will increase the probability of receiving a block it wants.
It is important to mention that if a node decides not to send a certain block to a peer it ignores
that peer for some time, this way free-loading, which is when some peers use the system without
given anything back, can be avoided while allowing efficient data propagation. BitSwap nodes
keep a ledger that tracks exchanges between other nodes. This way nodes can keep track of
transaction history and avoid tampering.

The DSHT and BitSwap allow IPFS to form a P2P system that stores and distributes blocks
in a fast and robust manner. On top of these layers, IPFS builds a Merkle Directed Acyclic
Graph (Merkle DAG). Merkle DAG is a merge of Merkle trees with DAG. Merkle trees ensure
that blocks exchanged on the P2P network are correct, unaltered, and not damaged in any
way. They do this by using cryptographic hash functions to organize data blocks. They label
leaf nodes with the hash of a data block, and then the non-leaf nodes are labeled with the
combination of the labels of the previous nodes. Directed Acyclic Graph or DAG consists of a
type of graph where there are no cycles, meaning that it is not possible to start from any vertex
v and follow a consistently-directed sequence of edges and get to v again. The combination of
these two structures makes Merkle DAG a data structure where hashes are used to reference
data blocks and objects in a DAG. This DAG is a distributed, authenticated, hash-linked data
structure that provides useful properties including, content addressing. All content is uniquely
immutably identified by its multihash checksum, even links, tamper resistance. All content is
verified with its checksum, if data is altered in any way IPFS can detect it, and deduplication if
objects hold the same content. Therefore files that have the same hash, are stored only once.

On top of Merkle-DAG, IPFS also implements a model for file system versioning. The IPFS

version control system has four major components:

1. Blobs, which represent a file and are objects that contain an addressable unit of data.

2. Lists, these types of objects represent a large or deduplicated file composed of several blobs

concatenated together. Lists contain an ordered sequence of blobs or list-objects.

3. Tree, which represents a directory, a map of names to hashes can contain blobs, lists, or

other trees.

4. Commit object, which represents a snapshot of the version history of any object. It can

also reference any type of object.
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IPFS Merkle DAG plus the version control system allows large files to be divided into small
chunks.

Up until now, the IPFS stack forms a P2P block exchange where data is content-addressed
and every object alteration changes its hash. It works fine to publish and retrieve immutable
objects. It even tracks the version history of objects. However, we can not communicate new
content and update it. It is still needed some way to retrieve a mutable state on the same path,
meaning change objects while keeping the same path. To solve this problem, IPFS builds on
the concept of a Self-certifying File System (SFS) by creating the InterPlanetary Name Space.
Nodes can publish objects to their path which references their namespace, but they have to sign
in with the user’s private key to verify the object’s authenticity. Considering that every link to
one namespace has a Nodeld on the path, it is not very user-friendly, meaning that it can be
hard for a user to memorize a URL with a Nodeld with a large set of characters, therefore IPFS
uses some techniques to tackle this issue. As proposed by SFS, users can link with other users’
objects directly into their own, this way it becomes more human-friendly. It is also possible to
use URLs. For instance, the content is published as an immutable object and then its hash is
published as a metadata value on the routing system, similar to the way DNS and URLs work.

In conclusion, IPFS consists of a highly available, robust, and secure P2P distributed storage
system. IPFS solves some of the major problems of P2P storage systems as it has a great
incentive for nodes to store data even when they do not need it, which helps to tackle the problem
of unavailability. It is encrypted and uses cryptographic hashes for integrity checks, tackling
the issue of integrity verification on untrusted nodes. However it has some disadvantages, for
instance, it is likely to be more unavailable when compared to a central storage system. It could

also be slower as the bandwidth speed depends on the nodes storing the data.

Cloud Storage Systems

Cloud storage systems follow the classic client-server architecture. In this type of architecture,
a server, or set of servers, hosts, delivers and manages services and most of the resources that
are going to be consumed by the client [CDKO5].

Cloud storage system clients are using these systems to store their data in a secure, highly
available centralized server or cluster of servers. Clients are using the computation power and
distribution capacity of remote storage systems to store their data, this way clients do not need
to be concern about faults in communication, replication, encryption, decryption, and many
other distribution and security issues because cloud storage systems take care of that for them.

Since the first cloud storage system many more appeared. Nowadays we have a lot of systems
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like these such as, Dropbox, Onedrive, Google Drive [droa] [one] [goob] among many others.
They all use client-server architecture. For our work, we will be focusing on two particular
systems, DepSky and UniDrive. We chose to analyze these systems because they are known and

representative.

DepSky Storage System

DepSky is a cloud storage system that improves security, in particular integrity, confidentiality,
and availability of information on commercial clouds [BCQ*13]. Information is stored through
encryption, encoding, and replication of data across several clouds, creating a cloud-of-clouds.

DepSky addresses four major limitations of commercial clouds, which are loss of availability,
which consists of temporarily unavailable connectivity, loss, and corruption of data, loss of
privacy, because cloud providers have access to both data and metadata, and vendor lock-in,
this is a problem because some cloud computing providers became dominant. DepSky tackles
these issues by exploiting replication and diversity to store the data on several clouds (loss of
availability). They use Byzantine fault-tolerant replication to store data on the clouds (loss and
corruption of data). They employ a secret sharing mechanism and erasure codes to prevent
the need to store clear data on the untrusted clouds (loss of privacy). And finally, they use a
combination of cloud storage systems to prevent vendor lock-in.

In Figure 2.2 we have a diagram of the Depsky architecture, as we can see we have a set of
clients that connect to the Depsky cloud of clouds to store and read data.

In DepSky the authors decided to use storage cloud services that do not allow the execution
of users’ code. Therefore the DepSky software library is implemented in the clients. This library
offers an interface to object storage. It offers an abstraction to the clients to communicate with
the clouds, allowing read and write operations.

The software library has to handle the heterogeneity of interfaces of each cloud provider. The
data model allows for ignoring these details. The data model has three abstraction levels. The
conceptual data unit is on the first level and corresponds to the basic objects that the algorithm
works with. Each conceptual data unit is implemented in an abstract cloud as a generic data
unit in the second level. The generic data unit (or container) has two types of files, the metadata
which contains information about the file (such as verification data), and the files that store the
data itself. Finally, on the third level, there is the data unit implementation, which consists of
translating the container information into the specific constructions of each cloud.

In DepSky there are three types of parties: readers, writers, and cloud storage providers.

Readers and writers are clients (can be the same process). It is assumed that only readers
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Figure 2.2: Depsky architecture [BCQ'13]

can fail arbitrarily, and writers can only fail through a crash. All writers of a data unit have
a common private key to sign the data written and all readers have a common public key to
verify the signatures. As for cloud storage providers, they fail in a Byzantine way. Each cloud
is considered a passive storage entity. The protocols require a set of n = 3f + 1 storage clouds,
to tolerate f faults. Additionally, the quorums used are composed of any subset of n — f storage

clouds.

As said before clouds can not execute code, so to overcome this the authors decided to im-
plement a single-writer multi-reader register and provided a lock/lease protocol to allow several
concurrent writers for the same data unit. In DepSky metadata and data are written in separate
quorums. To ensure confidentiality the chosen method was to create a secret sharing scheme.
The sharing scheme works by having a special party, a dealer, distributing a secret to n players,
each player only gets a share of the secret. It is required at least f + 1 different shares to recover
the secret, and no information is disclosed with f or fewer shares. Each cloud just receives a
share of the data being written, besides the metadata. This way no single cloud could have
access to enough shares to reassemble the original data. Using a secret sharing scheme on the
protocol with an information-optimal erasure code algorithm, prevents the linear increase of the

cloud storage system cost, reducing the size of each share by n/(f + 1) of the original data.

DepSky-A is a protocol used in DepSky that improves the availability and integrity of the
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data stored on the clouds. It does so by replicating it on different providers using quorum
techniques. The DepSky-A has a write and a read algorithms. On the write algorithm the first
thing to do is to write the value on a quorum of clouds, then write the corresponding metadata.
When a client wants to do its first write in a data unit, first it has to contact the clouds to retrieve
the higher version number of that data unit, then update its maximum version number with
the correct value for that data unit. For the read algorithm, the metadata files are fetched from
a quorum of clouds, the one with the greatest version number is picked and the corresponding
value is read and the cryptographic hash is found on the chosen metadata. Once the reader gets
the first response that satisfies this condition, it cancels the pending requests and returns the
value. Availability is guaranteed since the data is stored in a quorum of clouds with n — f clouds
and it is assumed that only f clouds can be faulty. The data and the signed metadata containing
its cryptographic hash, together allow for users to verify if data was corrupted. Also, the read

operation has to retrieve the value from only one of the always available clouds ((n— f)—f > 1).

The second main protocol is DepSky-CA. First the data encryption, the key shares genera-
tion, and the encoding of the encrypted data on the write operation and the reverse process on
the read operation. Second, the data stored on a certain cloud]i] is composed of the encoded
block eli] and by the share of the key s[i]. Third, to read the current value of a data unit are
needed f + 1 replicas instead of just one as it happens on DepSky-A. Also, the writer stores n
digests of the metadata file, one for each cloud, instead of just one. The digests are accessed as

different positions of the digest field of the metadata.

To improve DepSky-A read operation, the authors proposed that some criteria are created
to sort the clouds and try to access them sequentially until the desired value is obtained. The
sorting criteria can be anything that fits a specific situation, or could even be a combination of
criteria. An example of a sorting criterion can be the access monetary cost (cost-optimal), the

latency of query of metadata on the protocol (latency-optimal), or even a mix of the two.

The protocols presented up until now do not support concurrent writes. The proposed
solution for this situation is a lock mechanism. This mechanism uses the DepSky cloud-of-
clouds itself to maintain lock files on data units. These files indicate the writer and the time it
has to write access to the data unit. The protocol works as follows, the process p that wants
to write goes to all clouds and lists the files, and tries to find the zero-byte file on a quorum of
clouds that indicates the lock owner ID. If the owner ID on the zero-byte file is different from
the ID of the process and the local time is smaller than a certain time T+ A, where A is a safety
margin of the clock difference between the synchronized clocks of all writers than it means that

the lock is assigned to someone else. If such a file could not be found, then p can write a lock
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file on all clouds, where T' = t 4+ writer_lease_time. Finally, p will list once again all files in the
data unit trying to find other lock files with ¢ < T+ A besides the one he wrote. If it finds
such a file, it removes the lock file it wrote and sleeps for a small random amount of time before
trying to run the protocol again. Otherwise, p becomes the individual writer of the data unit.

DepSky uses additional protocols to provide different operations than reading, write, and
lock. These protocols are, for example, creation and destruction, used to create a data unit or
destroy it. Finally, there is also cloud reconfiguration which is necessary to move blocks from
one cloud to another. It works by having the writer reading the data from the clouds, then it
creates the data unit container on the new cloud and executes the write protocol on all clouds,
including the new cloud. The one cloud that is being replaced deletes the data and informs the
readers by writing a special file on the data unit container of the remaining clouds.

The key insight with this paper is that a combination of cloud storage systems by creating a
cloud-of-clouds can help overcome the limitations of single cloud systems, through the usage of
proper techniques such as Byzantine fault-tolerant replication, secret sharing, and erasure codes
among others.

DepSky is, overall, a good solution for the cloud storage system on a more centralized
architecture. However, it has some limitations, for instance, requires a global synchronization
clock mechanism between clients and also the existence of an extra lock/release process in each
write operation. Also on DepSky, there is a metadata file for each file. This design is a problem
because of the high maintenance of massive tiny metadata files necessary creating a metadata

overhead in the multi-cloud multi-device synchronization [TLST15].

UniDrive Storage System

In this section, we describe UniDrive. It attempts to solve some of the challenges discussed before
with DepSky. However in UniDrive, the authors point out what they consider is a drawback of
DepSky, which is that DepSky requires a global clock synchronization mechanism among clients
and also the existence of an extra lock/release process in each write operation, also on DepSky
there is a metadata file for each file/directory whereas on UniDrive is a single metadata file,
which is the SyncFolderImage that captures all of the metadata. UniDrive, therefore, proposes
a slightly different approach than DepSky.

UniDrive solution for the previously mentioned problems is to create a server-less, client-
centric design, as proposed by DepSky, having clients performing all the system computa-
tion [TLST15]. It also relies on the basic file upload/download operation to transmit messages

for locking and notification in the synchronization of multi-cloud multi-device, this idea diverges
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from the DepSky lock-release mechanism. To improve performance, they split user data into
smaller chunks, perform erasure coding to add redundancy, like in DepSky. Afterward, they
schedule the distribution of these chunks to the multi-cloud to meet reliability and security
requirements. The three major components of UniDrive are an Interface, which is a way to
abstract the communication with the different cloud providers, the Control Plane, which is re-
sponsible for the replication of SyncFolderImage, which is a single metadata file that captures
all the metadata, to all of the clouds and clients, and lastly the Data Plane that handles the

task of data transfer and all the associated tasks.

The Control plane design is divided into two parts, first the Data Model, and the Metadata
Synchronization. First, we will analyze the Data Model. In UniDrive there are two types of
data, the content data, and the metadata. The actual file content is represented by the content
data and it could be divided into smaller chunks, creating data-blocks, which are the basic unit
for a file transfer. The metadata captures the status of the sync folder and all the updates
that occurred to it. It is composed of three parts, a SyncFolderImage, a segment pool, and a
ChangedFileList. SyncFolderImage maintains the file system hierarchy of the local sync folder
and all its files. For each file in the sync folder, there is an entry in the image, containing
snapshots of the respective file where each snapshot summarizes the metadata of the file. There
is also a segment pool composed of segments. Each segment is identified by the tuple <Block-1D,
Cloud-ID>, where the Block-1D is its sequence number and Cloud-ID identifies in which cloud
the block is stored. Finally, there is also a ChangedFileList that records all changes to the local

sync folder. After each successful synchronization, the ChangedFileList is cleared.

The second part of the Control plane is the Metadata Synchronization. The consistency of
files is done through the usage of metadata files. There are two types of metadata updates, the
local update, and the cloud update. A local update is generated locally and then is propagated
to the cloud and other devices. The cloud update is a pending update in which a device needs
to be synced up. This type of update occurs when there is a more recent version number on
the cloud metadata file. This verification is done periodically. To commit a local update, a
client must first acquire the lock, to avoid concurrency issues, then it must make the metadata
up-to-date by downloading and merging with cloud update and finally commit the resulting

merge to the cloud.

In UniDrive to ensure consistency, all updates to the multi-cloud must be serialized first. This
is achieved by using a mutual-exclusive lock mechanism, through a quorum-based distributed
locking protocol. This protocol works as follows, the device d that is trying to get the lock must

first generate a lock file with the name lock_d_t to identify itself and then upload the lock file
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to a specific lock directory across all clouds. Afterward, d lists on each cloud all files stored in
the lock director. It acquires the lock of a cloud if there is only its lock file on that cloud. To
avoid conflicts there is a quorum number of locks that it needs to successfully acquire. If it can
get the quorum, then it proceeds to upload the metadata. If it can not get the quorum then
it is treated as a failure and the d executes a random waiting time before trying to acquire the

metadata lock again.

To handle conflicting local and cloud updates first they record the original metadata vo
then obtaining the latest metadata version from the ChangedFileList vb, downloads the cloud
metadata ve, and try to merge vb with ve. To find if there are conflicts are needed to de-serialize
ve and compare it with vo to find the difference AC. The same is done to find the difference,
AB, between vo and vb. Afterward, compare AC and AB. If it does not exist matching updates
it is to directly merge vc and vb to get the up-do-data metadata vu by applying AC to vb or AB
to ve, which as the same result. If entries have both local and cloud updates then the merged

metadata vu retain both updates and it is prompted to the user to handle the merge.

Sometimes repeated transfer of unchanged part of the metadata happens, because some parts
of the metadata do not change a lot during time. To avoid this they split the metadata into a
base file and a delta file, a delta being the altered part of the metadata. Updates are always
appended to the delta and normally the only delta is transferred to the cloud. Once the delta
reaches a certain size it is merged with the base, which is then transferred to the cloud and

synced with the other devices. The delta file is cleaned afterward.

The Data Plane handles data block generation, transferring, and scheduling. It tries to
improve sync performance by minimizing traffic, exploring faster clouds, and maximize parallel
transferring. To minimize data traffic, it is used in UniDrive the content-based segmentation
method to divide a file into segments. These segments are indexed by the SHA-1 hash of all their
content. This way segments that have the same content will have the same name. In UniDrive,
the data block generation is done via erasure coding. Data blocks are immutable for consistency
and efficient concurrent purposes. Once a segment is created, new data blocks are generated.
To reinforce security, non-systematic Reed-Solomon [ree] codes are applied to generate parity
data blocks, this way their semantics are removed while preventing the cloud providers from

inferring the original contents.

Data Block Scheduling is done through a scheduler that determines how to distribute the
data blocks into the multi-cloud while keeping security and reliability requirements. A file is
considered available when each of its segment has k data blocks uploaded to the multi-cloud.

And it is said to be reliable when each cloud received at least its fair share. UniDrive was
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designed a few strategies for files to become available and reliable.

The first strategy is the basic upload scheduling where the schedule of files is done evenly to all
the available clouds. This over-provisioning works by sending extra parity blocks to faster clouds
even if they have received their fair share to mask performance disparity and better leverage
faster clouds. Another strategy is dynamic scheduling for batch uploading which consists of the
fact that in the case of batch file uploading, data blocks are scheduled in two phases, availability-
first, reliability-second. Meaning that when a file becomes available, all network resources are
assigned to the next file. When all files become available the transfer of blocks starts to fulfill
the reliability requirement to the clouds that have not yet received their fair share. Also, there is
the strategy of dynamic scheduling for download which consists of having eligible clouds sorted
by connection speed and the request of the next block is always assigned to the idle connection
of the fastest clouds. The next strategy that is worth mentioning is the in-channel bandwidth
probing that intends to put the next download or upload to the available cloud that is faster, to
do so they monitor the throughput of all the transferred data blocks that are happening at the
time to each cloud, compute an average per-connection throughput of all clouds and then sort

them.

2.3 Storage and Blockchain

In this section, we will analyze storage systems for the blockchain, namely, Filecoin, Storj, Block-
stack. These storage systems are made considering the usage of a blockchain. The important
thing to remark here is that these systems work alongside a blockchain, or could even use the
blockchain as part of the system. We chose to analyze these systems because they are known

and representative.

FileCoin Storage System

Filecoin consists of a decentralized distributed storage network. Filecoin operates on top of
IPFS as an incentive layer. Customers spend Filecoins (tokens) for data storage and retrieval,
and miners receive Filecoins (tokens) through data storage and service [BG18]. The Filecoin
DSN (decentralized storage network) takes care of requests for storage and recovery through
two verifiable markets: the Storage Market and the Retrieval Market, respectively. Customers
and miners set the prices and send their orders to the markets for the demanded and provided
products. The markets are run by the Filecoin network, which by using Proof-of-Spacetime
and Proof-of-Replication, presented below, ensures that the information they commit to storing

has been properly stored by miners. Finally, miners can create new blocks for the underlying
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blockchain. A miner’s influence over the next block is proportional to their storage amount in
the network currently in use.

To better understand Filecoin we must define Proof-of-Replication and Proof-of-Spacetime.
Proof-of-Replication (PoRep) is a new Proof-of-Storage (PoS). PoS is a cryptographic protocol
used mainly to check a remote file’s integrity. This is achieved by submitting an encoded data
copy to a server and then executing a challenge-response protocol to test the data’s integrity.
PoS allows a user to check whether the outsourced data is stored by a storage provider at the time
of the challenge. In PoS there are two participants, the provers and the verifiers. The provers
consist of participants who are storing some data. Verifiers consist of participants who validate
that the provers are storing the data. Proof-of-Replication is similar: it allows a server to tell
a client that some data D has been replicated to their unique physical storage. On Filecoin’s
scheme the prover P commits to store n distinct replicas of some data D. Then convinces the
verifier V', that P is storing each of the replicas through a challenge/response protocol.

Proof-of-storage schemes (also used in Siacoin [VC14]) can not prove efficiently that some
data was being stored throughout a certain time. To address this question, they proposed Proof-
of-Spacetime, where a checker can check if a prover stores his/her outsourced data for some time.
The prover must generate sequential Proofs-of-Storage (in this case Proof-of-Replication), as a
means of determining the time and composing the executions recursively to generate a short
proof.

As said before, Filecoin has two markets: the Storage Market and the Retrieval Market.
The two markets have the same structure but a different design. The Storage Market enables
Customers to pay Storage Miners to store data. The Retrieval Market allows Customers to
collect data by paying the data to Retrieval Miners. Customers and miners can set their offers
and demand prices or accept current offers in both cases.

Filecoin provides end-users with two basic primitives: Get and Put. These primitives allow
customers to store data at their preferred price and to collect data from the markets. While
the primitives cover the default use cases for Filecoin, by supporting the deployment of smart
contracts, it becomes possible to have more complex operations designed on top of Get and
Put. Therefore, users can program new fine-grained storage/retrieval requests, classified as File

Contracts and also generic Smart Contracts.

Storj Storage System

Storj is a decentralized file storage framework. The Storj Network [WBBB14] is an object store

blockchain-based hash table that encrypts, shards, and distributes data to nodes around the
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world for storage.

In the Storj network files are stored, like in Filecoin and Siacoin, on the free disk space of
the system participants that make the P2P network. The users that provide the disk space are
called storage nodes, and they receive Storjcoins for the disk space and bandwidth they provide

to the system, meaning that they get paid for the data that they host on their disk.

In contrast with traditional centralized storage systems, in Storj, the storage nodes have zero
access to the data that they are hosting, they are not able to view, alter, and in fact, no storage
node even has a complete copy of any file. This is because files uploaded to the Storj network
are previously split into shards, encrypted on the client’s computer, and then the shards are
divided between the storage nodes for hosting, without having neither of the storage nodes a
full copy of the file. The client should be the only person who knows where all the shards are
located. Storage clients choose how many storage nodes they want hosting their data and for
how long they would like for them to do so. This contract remains active for as long as the
client remains paying the required payments throughout the lifetime of the file storage. If the

client stops paying the files will be forgotten.

In the Storj network, there are three major actors: metadata servers (Satellites), object
storage servers, and clients, as we can see in Figure 2.3. Object-storage servers hold the majority
of the data stored in the system. Metadata servers keep track of per-object metadata and where
the objects are located on object storage servers. Clients provide a coherent view and easy access
to files by communicating with both metadata and object storage servers. Storj uses Lustre’s
architecture to boost performance [lus]. Object-storage servers or Storage nodes consist of
individuals or entities that have excess hard drive space and want to earn income by renting
their space to others. Finally, metadata servers or Satellites operate in the node discovery
system and they cache node address information, store per-object metadata, maintain storage
node reputation, aggregate billing data, pay storage nodes, perform audits and repair, manages
authorization and user accounts. Any user can run their Satellite. But the expected is to have

users create an account on another Satellite hosted by a trusted third party.

Storj implements a distributed hash table, called Kademlia, with a basic decentralized
caching service on top, so clients can locate all the shards of their original file. This hash
table requires a private key to discover the shards. Without the private key, it would be ex-
tremely difficult to correctly guess the locations of a sharded file. The caching service will live
independently in each Satellite and attempt to talk to every storage node in the network on an

ongoing basis.

In the Storj network nodes can not be trusted, therefore there must exist some kind of
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audit to validate that nodes are returning data accurately. This happens by having Satellites
sending a challenge to a storage node and expect a valid response, a proof-of-work challenge.
As nodes go offline, some pieces of data can disappear with them. If this happens the Satellite
will mark that nodes’ file pieces as missing. This will trigger a lookup in a reverse index within
a users’ metadata database, identifying all segment points that were stored on that node. For
every segment that drops below the appropriate minimum safety threshold, the segment will be
downloaded and reconstructed, and the missing pieces will be regenerated and uploaded to new

nodes. And the pointer will be updated to those new nodes.

Blockstack Storage System

Blockstack [ANSF16] is a Storage System that allows users to not trust remote servers, such
as DNS in fact, the Blockstack implementation uses zone files for storing routing information,
which is identical to DNS zone files in their format, in the next paragraphs we will get into more
detail. Blockstack removes any middle network failure points. Blockstack’s services for identity,
discovery, and storage services can survive failures of underlying blockchains.

As we can see in Figure 2.4, the three major components of Blockstack are a blockchain
that is implemented using virtualchains and is used to bind public keys to the digital property
(domain names). A peer network, called Atlas, provides a global discovery information index
and finally a decentralized storage system called Gaia that provides high-performance storage
backends, mainly clouds, without the introduction of trusted central parties.

The blockchain is used for two main purposes. First to provide the storage medium for

operations and second, it allows consensus on the order in which operations are written. The
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operations are encoded on the underlying blockchain in transactions by the virtualchain. The
virtualchain uses the blockchain as an abstraction of totally-order operations. Virtualchains are
similar to virtual machines and their operations are coded as additional metadata into valid
blockchain transactions. The logic for processing the virtualchain operations only take place at
the virtualchain level even though the transactions are seen by blockchain nodes.

The storage and data discovery are separated in the Blockstack architecture, as represented
in Figure 2.4. This way it is possible to have multiple storage providers such as clouds and
P2P systems. This peer network, which performs the routing, uses zone files to store routing
information. These files are stored on the peer network layer. Users do not need to trust this
layer because testing the respective cryptographic hash of that data recorded in the blockchain,
will verify the validity of any data record in this layer. In Blockstack’s implementation nodes
form a peer network for storing zone data, called the Atlas network. The cryptographic hash
of the zone file is written in the zone files table only if it was announced previously in the
blockchain. Nodes that participate in the peer network maintain a full copy of all zone files in
the current implementation of the Atlas network because the size of these files is relatively small
(4 KB per file). The data records that represent routes can be verified and, therefore, can not

be tampered with.
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The top layer corresponds to the storage layer. The actual data values are hosted here, in the
storage layer. The stored values are signed by the owner key. Because data is stored outside the
blockchain it can have arbitrary size and various storage backends. The user does not need to
trust this layer as well. Users can verify the integrity of the data by comparing the stored hash
with the blockchain. In the Gaia system, the zone file of users contains a URI that points to the
stored data. Writing data also implicates the signing and replication of it. And reading the data
clients have to fetch the zone file and the data and make the integrity verification. Blockstack
also implements a decentralized naming system called Blockchain Name System (BNS). This
decentralized system attempts to work like the DNS for the Internet, by giving the location of

nodes and content. BNS system binds human-readable names to discovery data.

2.4 Proof-of-Storage

For a P2P storage system that stores data on peer’s storage space, it is important to have some
kind of cooperation incentive mechanism to prevent the system’s collapse. One example is the
fact that all of the available resources could be used up by nodes that do not share their resources
with the network, this way correct nodes would leave the network making the system unusable.
These types of attacks are the free-riding attacks and will be discussed further in the document.
Considering this we decided to add a PoS mechanism to our solution.

The PoS mechanism allows a client to check if a server has a file without downloading that
file. There is a lot of research on cryptographic mechanisms that provide such proofs [BJO09,
AKK09, WWRL10, WLL15, WRLL10, dC14, SW08]. These mechanisms provide verifiability
(data integrity can be verified using proofs) and unforgeability (a malicious server cannot forge
a proof without having the files). These mechanisms are interesting but are heavy in terms of
computation and space required, so they are adequate for clouds but not for P2P networks.

A variant of Proof-of-Storage, sometimes called Proof-of-Replication, allows verifying if some
data D has been replicated, i.e., if there are enough copies in the system [BDG17, Fisl9].
Enforcing unique physical copies enables a verifier to check that a prover is not deduplicating
multiple copies of D into the same storage space.

An alternative to having to prove replication is to ensure cooperation [ST07]. There are two
main cooperation schemes; those based on reputation and those based on remuneration.

Reputation mechanisms have three stages [KBCT00, RD01, DKK*01]. (1) First, collection
of information, meaning that peer reputation is built based on the observation of the peer,
experience with it, and/or third-party recommendations. (2) Second, in the cooperative decision

stage, depending on the information obtained, a peer will determine whether to cooperate with
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another peer or not, depending on the reputation of that other peer. (3) Finally there is the
cooperative assessment which means that after an interaction, a node must provide an assessment
of the degree of cooperation of the peer involved in it.

Remuneration (or incentive) mechanisms consist of four main operations [Nak08, Wool4,
BG18]. First, the negotiation process in which two peers may have to negotiate the interaction
terms. Second, the cooperation decision, meaning that during the negotiation and based on its
outcome, a peer will determine whether to cooperate or not. Third, there is the cooperation
evaluation, in this phase, the requesting peer has to evaluate the provided service. Finally,
the remuneration which can consist of virtual currency or real money or even bartering units,
meaning quotas defining how a certain amount of resources provided by the service may be
exchanged between entities.

It is relevant for our work to implement such a mechanism to ensure the sustainability of
our system. Considering that it is based on P2P, it is important to ensure that every node is
storing the files as promised. Otherwise, there would not be any incentive, or reason, for the
nodes to work with the system, or even to use the system. The Proof-of-Storage mechanism is
important to create an incentive mechanism that ensures that each node is storing the files as

promised.

2.5 Discussion and Summary

The previously mentioned state of the art has some advantages and disadvantages. Table 1
represents a comparison of these system’s integrity and availability. The first column describes
the systems previously analyzed and our P2CSTORE system. The second column describes the
architecture used by each of the systems. The third column sums up the method used to ensure
integrity for each system. Finally, in the fourth column, we explain briefly how each system
attempts to ensure availability.

For integrity, IPFS uses a URL with a file’s cryptographic hash to ensure integrity. DepSky,
UniDrive, and Storj use metadata files with verification data. Both of these techniques work well
in their particular systems. The usage of a URL for integrity checks is great for IPFS because it
is the way that files are discovered in the system. With this technique, they can use URL with
the hash of the file both to find files and for integrity checks. The metadata files are great for
the other three systems because it is not necessary a URL to locate files as they use centralized
servers to store them (DepSky and UniDrive). This way clients can verify the file’s integrity
by storing metadata files with the necessary information. In the case of Storj, since they use

satellites, the idea is very similar to DepSky and UniDrive because a node goes to a satellite to
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find where a certain file is, not by a URL. Blockstack uses the hash of blockchain transactions
which in case of the existence of a blockchain is a great idea due to the previously discussed
blockchain properties.

We have two types of system architectures, P2P, and Centralized as said before. IPFS,
Storj are P2P systems and ensure availability by spreading across a certain number of peer’s
files. DepSky and UniDrive, which are systems with centralized architecture, use multiple cloud
providers to ensure availability, spreading the files between several clouds. Blockstack can be
P2P, Centralized, or even both, therefore they use both of the previously mentioned techniques,
multiple cloud providers, and multiple peers to store data to increase availability.

The last line on the table consists of our system, the P2Cstore. Here we can see that it
ensures integrity similarly to IPFS, through the URL of the file and its cryptographic hash.
This way it is simple to verify the file’s integrity. For availability, we use both cloud storage
providers and P2P to improve the overall availability. When compared with others it is easy to
see that it attempts to use part of each, meaning that it attempts to use clouds like DepSky and
Unidrive to store data, and also P2P like IPFS and Storj. It also uses a DHT similarly to both
Storj and IPFS for node/file discovery.

In conclusion, depending on the scenario the state of the art has advantages and disadvan-

tages, in the next chapter, we present the design of the P2CSTORE.

System Architecture | Integrity Availability
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Chapter 3

P2Cstore

The goal of this dissertation is to create a storage system for blockchain applications, P2CSTORE.
This system is envisioned to work in parallel with any blockchain application. P2CSTORE is
composed of two major components which are a P2P network and Cloud storage providers. By
using the combination of P2P with cloud storage providers, we intend to improve the availability
of the system as well as give its users the choice between both architectures, or even a combi-
nation of them. We also decided to create an incentive mechanism as well as a Proof-of-Storage
algorithm to incentivize nodes to cooperate with the network instead of working against it.

In this chapter, the conceptual design of the P2CSTORE will be explained in detail. Section
5.2 describes the trust assumptions as well as the requirements that should be met by the system.
Section 3.2 describes the components that make P2CSTORE. In Section 3.3, we will describe the
system in more detail, namely the system entities, the system model, the software architecture,
the basic operations, and the system interface. In Section 3.4, we describe the Proof-of-Storage
(PoS) Algorithm, how it works, why it is important to have it, and how it prevents some attacks
to the system, like a free-riding attack. Finally, Section 3.5 provides a summary of the concepts

addressed throughout this chapter.

3.1 Trust Assumptions and Requirements

To focus on the problem that we are tackling we considered the following trust assumptions:

1. We assume that the cryptographic primitives are secure;
2. We do not trust individual peers or individual cloud storage providers;

3. A fraction of peers can leave the system and cloud storage providers can become unavailable

at any time;
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4. Each node can only use the same amount of P2P storage that it gives to the system
The system has some requirements that are important to mention here.

1. Data Freshness: When a client requests a file from the system, the system must return

the most recent version of the stored file.

2. Data Integrity: The system must ensure that data has not been changed in any way. In
case that it has the system should be able to know and to get the original version of the

file.

3. Data Availability: The data must always be accessible to clients. The system must be

able to ensure that at any given time a certain file will be available to be read by a user.

Education Certificates Storage on the Blockchain

These requirements are the most important because of the type of system we want to imple-
ment. This is the case because, as was mentioned in the Chapter 1, the project QualiChain
(https://qualichain-project.eu/) is developing a blockchain-based system to enforce the authen-
ticity of university certificates. Our work is aligned with this project and attempts to create a
storage system for the blockchain to store education certificates. This was the initial motivation.
In the context of this project, it was developed an ecosystem in which education certificates can
be verified through the Ethereum blockchain proposed by Serranito et al. [SVGC20].

The ecosystem is based on two smart contracts. The Consortium Smart Contract (CSC)
manages the Higher-Education Institutions that are members of a consortium of HEIs. The
HEI Smart Contract (HSC) stores authenticators (i.e., cryptographic hashes) of the education
certificates issued by an HEI. There is one HSC per HEI of the consortium.

There are two typical workflows. (1) A student graduates in an HEI. The HEI issues the
certificate and stores the authenticator of the certificate associated with some id in its HSC. (2)
The ex-student applies for a job and provides her certificate. The company inserts the certificate,
the id of the certificate, and an id of the HEI in an application, that contacts the CSC and the
HET’s HSC to get the authentication and verify the certificate.

The HSC does not store the certificates, that have to be stored externally. That work uses
IPFS for that purpose. P2Cstore can be used instead of IPFS with the benefits we mentioned,
e.g., flexibility and improved availability using replication.

Knowing this, the first requirement is important because the most recent, and up to date
certificate could be the only one valid. Therefore it is of paramount importance that the system

ensures this property. The next requirement, data integrity, is also relevant because the clients
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must have some way to verify and be certain that the certificate that they are reading is not
tampered with and that it is trustworthy. Considering that we can not trust the cloud system
providers nor the peers of the P2P network, it is important to ensure this integrity property.
Lastly, data availability is important in our particular case because, for example, if a user sends
a certificate location (URL) for a company he wants to be sure that the company will be able
to read his certificate to verify its authenticity. Once again the system must ensure this because
nodes can leave the network, crash, or have malicious behavior, for instance, they can delete

files and say that they are still storing them.

When designing and implementing the P2CSTORE system we had all these requirements into
consideration. However, in the development process, we decided to improve upon our initial
idea and to also create an incentive mechanism that helps to ensure that the users will not work
against the system but will instead work with it. Our incentive mechanism monitors the storage
usage of each node and verifies if each node is storing the files it is supposed to. In the functional
evaluation process (qualitative evaluation) we assess whether or not these requirements are met

by our system.

3.1.1 System Model

The P2CSTORE system is composed of a set of nodes that communicate by message passing.
Nodes can be online or offline. For the system to properly function, nodes have to be online at
the same time. Nevertheless, nodes that are offline during some operations can become online
and recover later. Clocks do not need to be synchronized.

A node is considered correct if it follows the algorithm, otherwise it is faulty. The system
tolerates several types of node failures: a node can go offline and back online repeatedly; nodes
may go offline indefinitely; a node may tamper with the content of the files it stores.

Nodes use Kademlia DHT [MMO02] to find which nodes are storing some specific content.
Each node has a node ID and the Kademlia algorithm uses the node ID to locate values on the

network.

We assume the communication is reliable and secure. We do not present a specific solution
for how to obtain this as there are several, e.g., using the TLS protocol [DA99] or the DTLS
protocol [RM12].

It also important to mention that in our system model the files are identified by a URL.

In the next sections, we will describe the system architecture in more detail as well as the

interaction protocols.
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3.2 P2Cstore Components

Before starting to describe our system it is important to understand the components and con-
cepts that make it. In particular the Kademlia DHT, the JClouds library, the cloud storage
providers, and how they are set up as well as how they interact with our system and finally the

concept of Content-addressable P2P System and why it is relevant for our work.

3.2.1 Kademlia DHT and Content-addressable P2P System

As described in Chapter 2 the IPFS system uses the Kademlia Distributed Hash Table. We
decided to use a similar approach, meaning that we decided to use a Kademlia DHT as the
DHT of our system. We decided to use this solution because this way nodes can easily lookup
other nodes by a decentralized clustering algorithm. With Kademlia DHT it is also possible to
find which nodes have some specific data by referring to the multihash of that data, multihash
consists of ”a protocol for differentiating outputs from various well-established hash functions,
addressing size + encoding considerations” [mul]. In sum, if one node wants some data, it
requests it to the DHT to find what are the nodes that can serve its request. What is stored
on the DHT are references, which are the node identifiers, which consist of random numbers
regenerated upon node registration that identify the nodes on the DHT that have the data.
The fact that our system is content-addressable makes it more secure and gives the nodes more
privacy, because this way, a client of the system that attempts to read from it does not needs to
know from which node it is reading the file. It simply needs the key to the file (the key consists
of a URL that has the following structure node_ID/file_key), which consists of a hash of the
contents of the file and it can read the file. In our solution what happens is that upon adding
a file to the system the file is automatically renamed and the new name consists of the hash of
the file contents. This way it is possible to get files from the P2P network and the clouds just
by knowing the file key, which is the hash of the contents.

It is also important to explain how the distance between nodes is calculated in Kademlia.
To calculate the distance between two nodes, Kademlia computes the XOR operation on the
two node IDs, then it takes the result as an unsigned integer number. This integer is considered
as the distance between the two nodes, so for smaller values the nodes are considered closer

together, for larger values they are considered further apart from each other.

3.2.2 JClouds and Cloud providers

The fact that our system uses Cloud Storage Providers alongside the P2P storage system gives

each client the possibility to choose if they want to use Clouds to store their data or not. If they
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decide that they want to use clouds they can register to a cloud storage provider, and with the
proper credentials, they can use these clouds to store the system files. This is the case because
commercial cloud storage providers come with a cost, and only by registering on such services,
getting the proper credentials, and authenticating themselves through the system is possible
for the particular client to access these features of the system. However, to improve upon our
solution and make the system more available, we decided to make it possible for a client that
does not has the cloud credentials to access them to read files through one node that has the
proper credentials.

In our work, we choose to use the Amazon Simple Storage Service (Amazon S3), which is
an object storage service [Amab]. We also choose to use the Google Cloud Platform (GCP)
which as a Storage feature. We choose to use these cloud storage providers because they are the
most common and also because they are included in the library JClouds. JClouds consists of
an open-source multi-cloud toolkit for Java that provides an abstraction to the development of
applications that use several cloud providers, with this tool it is easier to interact with several
different clouds without the necessity of learning how to communicate with each and everyone
specifically, instead we use JClouds to abstract the interaction with the clouds. With the help of
JClouds, we were able to easily implement the cloud storage providers because JClouds works like
an interface between the developer and the actual clouds, this way, it is possible and relatively

simple to implement a new cloud storage provider if that ever becomes necessary.

3.3 P2Cstore System

In this section, we describe P2CSTORE in more detail. To properly understand the P2CSTORE
system we will first describe its entities, what they are in the system, and what they can do.

Afterward, we will describe the system model.

3.3.1 P2Cstore Entities

P2CSsTORE is envisioned to be used in a model where there is an interaction among three types

of entities: cloud storage providers, storage peers, and client readers (see Figure 3.1).

e Cloud providers - are commercial public infrastructures that provide to their clients

data storage and high levels of availability.

e Storage peers - Nodes that store content from other nodes and participate in the routing
algorithm. Storage peers can perform all the operations on the system. They make up

the Peer Network. These participants use the network like readers but also provide the
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storage and due to that fact can also store content on the network/system, working as

servers/storage providers as well.

e Readers - Nodes that do not store content from other nodes nor have to give storage

space to the system. This type of participant can only read from the system.

We make the distinction between readers and the storage peers that work like clients and
can read from the storage system because these readers do not have to participate in the system,
do not need to share storage space, and can not store or delete any data, they can simply read.
This was added to allow the sharing of files among people that do not want to participate in
the system but with whom someone who does participate wants to share a file. For example,
knowing the HEIs are the storage peers, Human Resource recruiters could want to see education
certificates from candidates without wanting to participate in the system. The sharing of the
file by some node in the system with someone else would work by having the node simply send
the key of the file, (which is how nodes can identify files in the storage system as said before),
to that other person/node and this person/node can then request the file to the system without
participating in it. To increase availability we also use Cloud storage systems. It is important
to mention that these clouds do not execute any code, they are only there for storage purposes.

In Figure 3.1 we can see an abstraction of the Entities in the system. We can see the three
entities previously described, the operations each one can perform, and their interactions with
each other. In particular, the Readers can perform the get operation from the Storage Peers, and
from the Cloud Storage Providers, if they have valid credentials, the storage peers can perform
add, get, delete and update operations from other storage peers and from the Cloud Storage

Providers.
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Every time a node adds a file to the system a key is generated. This consists of a hash of
the file contents plus the owner ID. This key is stored in the DHT as a new entry every time an
add operation is done, and as said before, when combined with the owner ID is used to locate
the file in the system either for reading or deletion. This key can be shared with other nodes to

enable them to see the file content, associated with the shared key.

3.3.2 P2Cstore Overview

The problem that we solve, as described above, is to create a storage system to store generic
files for DApps.

P2CSTORE is based on a fairness condition: each node can only use the same amount of P2P
storage that it gives to the system (however, it can use more in the cloud which might incur
some costs). This way the sustainability of the system is ensured. One could think that this
way it is not worth it to use the system, given that an organization can only use what it gives.
However, it allows replicating files in a set of nodes, improving availability.

This guarantee is enforced with two mechanisms that prevent a node to use storage space
in other nodes without providing space in his (free-riding). The first is an extension of the
Kademlia routing table with extra data about the used storage and the storage given to the
system by the node. Every time a node A wants to add some content to the system it does
verification on the routing table to see if a set of nodes on the network have available storage
for that file or not; when the node A finds a destiny node B to store the file it will verify on the
routing table if the node B has available space for that content. The second is a Proof-of-Storage
algorithm, explained in Section 3.4.

It is worth mentioning that both the storage peers and the readers can communicate directly
to the clouds, however, if a node A does not have access to the cloud but he wants a file that
is stored in the cloud owned by some other node B who does have access, A can access to the
cloud through B. This is done by having the node A requesting a file f that is stored only on
the cloud of node B, and, if B agrees, it can request on behalf of node A and send him the file

himself after retrieving it from the cloud.

3.3.3 Software Architecture

In Figure 3.2 and Figure 3.3 we can see two diagrams of the system architecture. In Figure
3.2, we have a generic architecture of the system, as described above it is composed of peers of
the peer network that also provide storage, by readers. And lastly by cloud storage providers.

In Figure 3.3 we have a more detailed image of the Peer Network, in particular its two major
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components, the Distributed Hash Table (DHT) and the Routing Table. As described in the
image, the DHT is composed of a set of tuples < K, Value >. This K corresponds to the URL of
the file, and the Value stores the nodes that have the file stored. In the Routing Table, we have
the list of known nodes. It is also stored as a node characteristic the amount of used storage

and lend storage for each known node.

3.3.4 Basic Operations

In any storage system, some operations are straightforward. For instance, it must be possible to
read data from the storage system and to write data. It is also important to be possible to delete

data as well as update data. All operations follow a particular interaction protocol. In Figure
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3.5, Figure 3.6, and Figure 3.7 we have three diagrams of the Add, Get and Delete operations,
respectively. It is important to mention that even though the Storage Peer 1 is represented
outside of the Peer Network, it belongs to the Peer Network, it was placed outside because is
behaving like a client and is performing operations in the system.

There are several interaction protocols in the system. These protocols make up the majority
of the interactions that are expected to happen during a normal system operation. Next, we
will also analyze in more detail how each of these operations works on our storage system and

the associated interaction protocol.

Adding a new Storage Peer to the system

Before any node connects to the network it is important to first create some Bootstrap Nodes.
These nodes will be later used by each new node (Storage Peers/Readers) to connect to the
network. This is the case because we use a P2P network and we need a node, or set of nodes,
which we call Bootstrap Nodes, to be known by every new node before they join the system.
What we decided to implement was this set of Bootstrap Nodes that are known before the start
by each of the new users. In Figure 3.4 we have a simplification of the interaction that happens
every time a new Storage Peer attempts to connect to the network.

In Figure 3.4 a New Storage Peer is attempting to connect to the P2P network. To do that it

connects first to a Bootstrap Node, represented in step 1. Before being accepted in the network,
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a verification is made to ensure that the New Storage Peer IP belongs to the list of enabled
IPs, step 2. This list has all the IPs that are allowed to join the network. If some node wants
to join the network and it is not on the IP list it has to request someone on the network with
permissions to add his IP to the list. We choose to add this feature because we considered that it
is safer to trust nodes that are already in the network than nodes that want to join. We believe
that it is worth to make this verification/acceptance of new nodes only possible for Bootstrap
Nodes because they are the ones that make up the network initially and therefore are considered
safe.

In the example of Figure 3.4 let us assume that the node is on the IPs list and is accepted
to join and access the network. Once it connects to the BootStrap Node and is accepted to join
the network it will request the Peer Network to give it the DHT information and the routing
table information, in particular the nodes that are closer to it, step 3. Once he receives the reply
from the system it updates its local DHT and routing table and is added to the peer network,
step 4.

Get Operation

Figure 3.5 has a description of the get operation protocol. The get operation retrieves a particular
file from the system and reads its contents. Let us assume that we have a certain reader r that
has a certain URL of a file f and wants to read it from the system. First, » must use the URL
to look up the value associated with it in the local DHT to find the Nodeld of the supplier
node/nodes of the file f and if he has it he can just make the routing to the node and perform
the request. If he does not have that information on the DHT he can query that information
to the network and then perform the routing to the node and make the request. If for some
reason, the NodelD is offline he once again has to go to the DHT to find out where is another
node with the file could supply it. And it will request every node that could be online and have
the file until it gets it.

As we can see in Figure 3.5 the Storage Peer 1 is attempting to get a file with a key K from
the system. To be able to do that he searches on the DHT for the nodes that are storing the file
with the key K, step 1, in our particular case these nodes are at Storage Peer 2, 3, and 4 and
sends the request to each of them, step 2. If the cloud functionality is enabled a request is also
sent to the cloud.

Once each node receives the request, it will search for the file locally using the given key K

and send it as a reply to the requesting node, in this case to Storage Peer 1, step 3.

Once the file is received by Storage Peer 1 it is necessary to perform a proof of integrity to
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ensure that the file was not corrupted in any way, step 4. This is performed by calculating the
hash of the contents of the file and comparing the resulting hash with the file key, which, as
previously said, is the hash of the file contents. If the two hashes match, then the file was not
corrupted therefore it is stored locally and can be used/read by the Storage Peer 1, otherwise,
an error is thrown and the file is rejected.

It is important to explain that the get operation is divided into two possible operations, the
get operation and the get-shared operation. The get operation only requests to the user the file
key, not the node ID of the node that stored the file in the system. The system then computes
the URL by getting the node ID from the local node. For example, let us assume node A, with
a node ID of nodeI Dof A adds a file f to the system, and this file f has a key k. If node A,
later on, wants to read f from the system, it can simply execute a get operation. The system
requests the key of the file f, which in our case is k, afterward, the URL is generated by simply
getting the local node ID of node A, which is nodelDof A in our example, and concatenating it
with the key k, as such - nodeI DofA/k. This URL is then used to retrieve the value from the
system.

The get-shared receives as input from the requester the full URL to the file. It receives the
node ID of the node that stored the file and the key of the file. With this operation, it is possible
to share files with other nodes. Only by knowing both the node ID and the key of the file it is
possible for a node to get a file from the system that it does not own. This operation can be

performed by both Readers and Storage Peers.

Add Operation

To add a file, a participant inserts the path to the file, which in turn represents the file that is
then added to the system, and the system returns the corresponding URL, this way the client
can afterward read the file or share it by sending the URL to other entities. The number of
nodes that will store the file, both peer nodes or cloud storage providers is configurable by the
client, giving the freedom to choose how much redundancy it wants and how much it is willing
to pay.

In Figure 3.6 we have a diagram of the protocol for the Add operation. The node Storage
Peer 1 is attempting to add the file f to the system. To perform this operation the system first
needs to know how many replicas of the file does the node Storage Peer 1 wants to have in the
system. This value is configurable by Storage Peer 1. By looking at this example let us assume

that he only wants three replicas on the Peer Network.

Therefore it sends the request to add the file f to each of the three online nodes that have
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Figure 3.6: Add Operation Protocol Diagram
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available storage, and are closer to him, step 2. It also sends the file to the cloud if that
functionality is enabled. In our example, these nodes are Storage Peer 2, 3, and 4.

Before sending the request, the system first verifies whether or not Storage Peer 1 has the
available space to store the content, if so the request is prepared for sending, step 1. What this
means is that the system generates a hash of the contents of the file, renames the file to the
resulting hash, and then adds it to the DHT, only once this is finished is the request sent to
the other nodes. After receiving the request, each node stores the content locally and adds it to
their local DHT, step 3. The file is stored in a folder with the node ID of the requester (Storage
Peer 1 in this case) as the name. Also, the available storage for the Storage Peer 1 is updated to
include the addition of the file. It works by multiplying the file size for the number of replicas
in which the file was stored and then add this value to the already used storage for this node.
For example, if a node A wants to add one file f of 1MB to four different nodes, and if it does
so successfully, the used space of node A is updated by multiplying 1MB by four, which is 4MB
and then add this value to the already used space of node A.

Finally, Storage Peer 1 receives a reply from the system with the confirmation of the addition
of the file into the system and the respective URL of the file (the key of the file), step 4. This
key/URL could be later used to read the file, delete it, or update it on the system.

Delete Operation

To delete a certain file from the system an URL must also be given to the system. With this
URL the system will first remove the file entries from the DHT and then remove the file from
the storage system, it is done in this order to ensure that if a client wants to read a certain file
during its deletion it will not be able to find it on the DHT even if it still exists in some node
in the network.

In Figure 3.7 we have a diagram of the protocol for the Delete operation. The node Storage
Peer 1 is attempting to delete a file with a key K from the system. To be able to do that he
searches on the DHT for the nodes that are storing the file with the key K, represented in step
1, in our particular case these nodes are at Storage Peer 2, 3, and 4 and sends the request to
each of them, step 2. If the cloud functionality is enabled a request is also sent to the cloud.

Before sending the request, the system deletes the file from the DHT. Upon receiving the
request each of the Storage Peers deletes the file locally, step 3. Afterward, each node sends the
reply to Storage Peer 1, step 4.

Also, the available storage for the Storage Peer 1 is updated to include the deletion of the

file. It works by multiplying the file size for the number of replicas in which the file was stored
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Figure 3.7: Delete Operation Protocol Diagram

and then subtract this value to the already used storage for this node. The used store value is
stored in the routing table.

Finally, Storage Peer 1 receives a reply confirming that the file was deleted, from all nodes.

Update Operation

For the update operation, a client gives the URL of the file and the new file it wants to add to
the system, replacing the file with the updated one. Afterward, the system replies with the new
URL. We do not describe the protocol for the update operation because it consists simply of a

delete operation followed by an add operation.

3.3.5 User Interface

For simplicity the user interface is terminal-based. However, it is possible to create a Web
interface for the system, considering that the back-end remains the same, or very similar.

Each Storage Peer to interact with the system to launch a new terminal and start the pro-
gram. Then he is presented with the P2CSTORE terminal. This terminal responds to a set
of commands/operations. For instance, it is possible to perform all the previously described
operations easily. Note that bss-terminal stands for Blockchain Storage System terminal, hence

bss-terminal. For example, to perform the add operation the interaction with the system inter-
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face would be the following:

bss-terminal: add
File path: Desktop/file.txt
File added: FILE_KEY

bss-terminal:

In the example above, the system user types add which is responsible to perform the add
operation. Then the user is presented with a request for the path to the file that the user intends
to add to the system. In this particular example, the path is Desktop/file.tzt. Then the user
receives the key of the file that was just stored. This key, as previously described is the hash of
the content of the file.

Some extra commands are available to the users, for example, the help command that lists
all the possible operations. These commands are mainly to allow the user to know his situation
in the system, for example, he can list the files that he has stored. In the A a description of the

interface of each operation is presented.

3.4 P2Cstore Proof-of-Storage Algorithm

In this section, we will present the algorithm for proof-of-storage (that we designate PoS for
short, but not to be confused with Proof-of-Stake). The rationale behind the necessity for such
an algorithm is to prevent free-riding attacks, namely an attacker that performs such an attack
benefits from the system without contributing its fair share. Systems that suffer from this
vulnerability either run at reduced capacity or collapse entirely because the costs of the system
weigh more and more heavily on the remaining honest peers encouraging them to either quit or
free ride themselves.

In the algorithm nodes play two roles: a prover, P, that is a node attempting to convince
a verifier, V, that it (P) is storing some data, D. V issues a challenge, ¢, to P that answers it
with a proof 7, according to the scheme in question.

Consider a node that wants to check if all its files are replicated in other nodes. First, for each
file f it has stored in the system, V generates a random array of bytes that represent positions
of the file; the size of the array can be configurable and the positions can be repeated on the
array, meaning that we can have index 1 several times on the array. Afterward, V generates a
nonce (to prevent replay attacks). This nonce corresponds to a random string of configurable
size. Then, V creates a challenge object ¢ containing the byte array and the nonce, sends ¢ to

the node(s) that is(are) storing f, and initiates a counter. A node that receives that request
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plays the role of the prover. Once a prover P receives the challenge c it will reply with the bytes
corresponding to the positions given by the list of bytes, and concatenates the result with the

nonce in the challenge.

Afterward, P executes a hash function on the resulting string. This hash is then sent to V.
Once V receives the hash it will verify if it was sent in the available time-frame, if yes, and if
the response is correct then V has proof that P is storing file f properly. If the response was
not sent in the available time-frame the node down counter is incremented by 1. If this counter
reaches the threshold T} (e.g., Ty = 5) the node is considered faulty. If the response is not
correct then V' will handle this node as being faulty. If a node is considered faulty the system
handles this case by marking locally (in a local file) the node as faulty. Afterward, V' removes
the files that are storing that belong to P. Once this is done V' will need to update the DHT.
It does so by adding the files again into the system while ignoring the faulty nodes. This way

the files will be replicated among the number of nodes that they configured.

The time counter was added to protect the system against outsourcing attacks. Upon re-
ceiving challenge ¢ from a Verifier V', a malicious prover M can quickly fetch the corresponding
file f from another storage provider P and produces the proof, pretending that A has been
storing f all along. By using the timer we can prevent such attacks by simply making attackers

distinguishably slower than honest provers responding to challenges [BDG17].

On the Algorithm 1 we can see the four functions that implement the PoS algorithm on the
Verifier side. Namely, we have the storageProofRequest (lines 1-21) which is the main function
of the algorithm. Here we call the function generateChallenge (lines 34-45) that will generate
the challenge as previously described. Then for each of the nodes that are storing the file we
send the challenge, start the timer, and receive the response. Afterward, we verify whether
the response arrived on the available time; if not then we increment the down counter by 1
and if this counter reaches a certain value n we consider this node faulty and call the function
handleFaultyNode (lines 23-26) which will handle this case. After this we call the function
checkReplicationUpdateDHT (lines 28-32) that will update the DHT according to the nodes
that are now considered faulty, ignoring the faulty ones. If the response arrived on time then we
have to verify the correctness of it. If it is not correct that we call the handleFaultyNode (lines
23-26) and the checkReplicationUpdate DHT (lines 28-32) to mark the faulty nodes and update
the DHT accordingly. Finally, if everything is all right and the verifications were successful we

proceed to the next node.

On Algorithm 2 we can see the function that makes the PoS algorithm on the Prover side.

This function is the handleProofOfStorageChallenge (lines 1-11). This function receives the
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1 Function storageProofRequest (file):
2 call function generateChallenge
3 for each node that is storing the file do
4 send challenge to node
5 start timer
6 get response from node
7 if response time greater than time available then
8 /* Assume node temporarily unavailable */
9 increment node down counter by 1
10 if node down counter equals n then
11 /* n is configurable */
12 call function handleFaultyNode
13 end
14 call function checkReplicationUpdateDHT
15 end
16 else if response is not valid then
17 call function handleFaultyNode
18 call function checkReplicationUpdateDHT
19 end
20 /* Otherwise everything ok, continue */
21 end
22
23 Function handleFaultyNode (nodelnfo):
24 mark locally node as faulty /* Local file stores faulty nodes */
25 remove files of faulty node
26 return
27
28 Function checkReplicationUpdateDHT (fileInfo):
29 /* This works like a new add, removes the previous information on the DHT and adds
the file to the system ignoring the faulty nodes */
30 remove file from the system
31 add file to the system
32 return
33
34 Function generateChallenge (fileInfo):
35 create a list of bytes of size n
36 while list of bytes size equals 0 do
37 generate random(file size -1)
38 /* random can be from 0 to file size */
39 if random number is an odd number then
40 ‘ add i to list
41 end
42 end
43 generate a random nonce
44 generate the challenge with the list of bytes plus the nonce
45 return
46

Algorithm 1: Verifier Functions — PoS Algorithm
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1 Function handleProof0fStorageChallenge (challenge, fileInfo):
2 get byte list from challenge

3 get nonce from challenge

a get file from fileInfo

5 for each byte i in list do

6 get byte of position i of file

7 convert byte to character add character to response array
8
9

end

challenge response equals response array plus nonce
10 send the hash of the response to verifier
11 return

12

Algorithm 2: Prover Function — PoS Algorithm

challenge sent by the Verifier and obtains the positions list, the nonce, and the file. Next, it
will get the respective position content from the file associated with the position on the list and
make an array. Once all the positions of the challenge list are converted to characters of the file
in a string we add the string plus the nonce creating the response or proof. Finally, we send the
hash of the response to the Verifier.

As presented, the scheme requires the Verifier node V to keep its copy of the file. Although
this makes sense in some cases, e.g., if V' is a university that stores its certificates in other nodes
only for replication purposes, generically it is undesirable. To remove this limitation, before
storing and deleting a file f, the V' has to generate a bag of challenges By = {c1,c2,...c;n} and
use these challenges one by one when needed (each one only once). When no challenges are left,

V has to download f and generate a new bag of challenges.

3.4.1 Attacks prevented by the PoS Algorithm

In this section, we briefly discuss how our PoS algorithm handles the two attacks that we are
trying to prevent, namely the free-riding attack and the retention of information/cheating attack.

The first attack is the free-riding attack. As mentioned before it is of paramount importance
that our algorithm can prevent such attacks. It does so by using the PoS algorithm. This
algorithm incentives nodes to cooperate with the system. It does so by allowing our system to
identify nodes that are doing free-riding attacks and that is not storing any data. Every time
a malicious node fails to send the proof-of-storage to the verifier, the verifier will delete all the
files from its storage that belong to the malicious node and stop interacting with it. This way,
every node is incentivized to cooperate with the system, otherwise, it will eventually be ignored
(considered faulty) by all correct nodes.

Another important attack that the system should be able to prevent is the outsourcing
attack. In such an attack, the attacker A receives a challenge ¢ from the verifier V' to assess

whether A is storing the file f. Upon receiving the challenge, A immediately requests the f to
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a storage provider P and generates the proof, sending it to V attempting to convince it that
it is indeed storing f. If this happens in our system, we assume that there is a maximum time
for the node to solve the challenge, which is T seconds, the attacker node will not be able to
solve the challenge in time (7" seconds) and the system will consider the node as faulty. Also,
the attacker node will eventually be considered faulty in all nodes and will not be able to store
any files on them.

Therefore our algorithm attempts to enforce/incentivize cooperation between all participants
attempting to prevent both attacks while ensuring the system sustainability through the storage
by having a storage scheme in which a node can only use the same amount of storage that gives

to the system.

3.5 Summary

Throughout this chapter the P2CSTORE’s design was at focus, an explanation was done on how
each major component works in the system and how each of the major operations protocols was
implemented.

The system satisfies our requirements, in particular, the requirement of ensuring data in-
tegrity is ensured by performing an integrity check upon getting the data from the system. The
requirement of data freshness is ensured because only the newest version of the file is kept in the
system. Lastly, the data availability requirement is ensured depending on the configurations of
the user, but our system allows for both P2P and Cloud storage providers. By using both archi-
tectures we offer a wider range of options and more storage redundancy reducing the probability

of the system becoming unavailable.
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Chapter 4

Evaluation

In this section, we evaluate P2CSTORE. The goal of our evaluation is to answer three main

questions:

1. Which is faster to use the P2P storage system or Cloud-based storage system?

2. What are the costs of using multiple clouds to store data versus P2P systems or the

Ethereum blockchain itself?

3. What is the cost of the PoS mechanism?

We evaluated the P2CSTORE system regarding the time it took to perform each operation
and the PoS algorithm.

This evaluation does not include education certificates. Our system functions parallel to
blockchain applications. Therefore our evaluation scenario will focus solely on the P2P + Cloud
storage system. Our solution is designed to have files be easily referenced through for example
some kind of smart contract of the Ethereum blockchain. If for instance, someone wanted to use
our solution to store Education Certificates, as previously described, it could simply reference
the files and access them through the system or directly through the blockchain by performing
a call on a smart contract. But these examples are external to our solution and could be for any

type of blockchain application which is why they were not tested.

4.1 Experimental Evaluation

In the experimental evaluation, we chose to split the test scenarios between P2P, P2P with
Cloud, and P2P with PoS. We divided the testing into three categories because they compose
the important aspects that will allow us to answer the previously asked questions. These test

scenarios will give a clear view of the performance of the system’s major components separately.
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It is worth explaining that the previously asked questions focus mainly on the performance
differences between the P2P storage system and cloud-based storage system, the costs associated
when compared with the benefits, and finally, the necessity of having a PoS viewed from a
performance standpoint which is why the test scenarios are going to helps answer these three
questions.

For the clouds, we used S3 [Amaa] and GCP [Gooa] because they are the most common and
also because they are included in the library JClouds [jcl].

We performed all the operation tests with sets of 100 operations, namely the add, get, delete
operation tests. For the PoS algorithm tests, we did sets of 100, 150, and 200 operations for
file sizes of 5Bs, 100KBs, 1MBs, and 10MBs. We choose these values because they represent
the usual file size of an education certificate, or even of a PDF file, from a few KBs to a few
MBs. In all the experiments below, we report the average time taken for these operations to
complete. We decided not to test the update operation because it simply is the combination of
a delete operation followed by an add operation. For the evaluation environment, we used the
PlanetLab Europe[pla] test network. We chose this test network because it has a set of nodes
across Europe which allowed us to test the system in a realistic deployment.

The nodes that we used were in different countries to increase geographic diversity and
hence obtain results closer to a real deployment. Client nodes were located in France and the
Netherlands, and server nodes were located in France, Italy, Canada, Portugal, Ireland, and
Sweden.

In the following subsections, we will discuss the obtained results, draw our conclusions, and

attempt to answer each of the above questions.

4.1.1 Operations Latency

In this section, we measure the latency of each operation, i.e. the time it takes since a client
issues a request until it sees that the operation is completed successfully. We varied the following
parameters: file size (5Bs, 100KBs, 1MBs, and 10MBs), and a different set of nodes, meaning
that we used servers in different countries like Germany, Italy, Portugal, Netherlands, Canada,
and Switzerland. We only used a set of 100 operations as mentioned above.

The color scheme of all the four graphic legends indicates the file size variations between
tests and helps on the analysis and interpretation of the graphic.

Due to the different magnitude of the results, all graphics below are on a logarithmic scale

except the one in Figure 4.4.

50



Add operation

68,453 5B = 100KE ® 1IMB W 10MB
60
40
20
g s.010 6,610
é 12 4034 5019 7 4,914 4977 6,260
@ 3,108 3,042
” 4 2,015
2 1,250
P2P S3 GCP

Figure 4.1: Results for 100 add operations for different file sizes.

The X-axis represents the results of the operations for each of the test scenarios of the add
operation. For instance to find the results of the test P2P for files with 10MBs we go to the P2P
section on the X-axis and find the black bar. The Y-axis represents the time spent in seconds.

As we can see in Figure 4.1, for larger files the time it takes to write both in the P2P and
clouds increases. The increase is very huge on the 10MB file for the P2P because the code was
not written concurrently for this operation. This is the main reason that we are seeing such a
huge difference when compared with the smaller sizes. Because for each of the 5 nodes used for
storage purposes the data is sent by the writer node then it waits, and only when everything
is done it will write on the next node and so on. As we can see on the clouds the increment
is much smaller because we are writing to the cloud once, instead of the P2P in which we are
writing 5 times due to the number of nodes we want to store the data into. This is the reason

behind the fact that we can see a great increase in the P2P and a smaller one on the clouds.
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Figure 4.2: Results for 100 get operations for different file sizes.

As we can see in Figure 4.2, for larger files the time it takes to write in the P2P and on both
clouds increases. The increase is greater on the 10MB files for the P2P because our implemen-

tation does not exploit concurrency. In fact, for each of the 5 nodes used for storage purposes
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the writer node to send the data, wait for the operation to complete, and only afterward start
writing on the next node. This is the main reason that we are seeing such a significant difference

when compared with the previous one.

Delete operation
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Figure 4.3: Results for 100 delete operations for different file sizes.

As we can see in Figure 4.3 for larger files the time it takes to delete from the P2P and both
clouds remain roughly the same. The increase is residual although the code was not written
concurrently for this operation. This is the case because the cost of deleting a single file is very
small, even for larger files, therefore the increment associated with not using concurrency is
residual, but if it was used the results could still improve. Interestingly, S3 takes a substantially
large time to perform the delete operation when compared with GCP, and this time is roughly
constant regardless of the file size. This is because in S3 a delete corresponds to the insertion
of a delete marker [S3D], and in fact, one can observe that the deletion time is similar to the

insert time for small files (Figure 4.1).
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Figure 4.4: Cost of the PoS for different file sizes and total number of files (configuration with
P2P storage only).

This test is different from the previous ones because it only applies to the P2P system. After
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all, it is used to ensure that the peers are storing the content that they promise to, as previously
explained. Also in Figure 4.4 the graphic is not on a logarithmic scale like the others. This test
was not done for the clouds because they do not execute any code, therefore there is no way
for us to send a challenge to the clouds, they would not be able to solve the challenge without
executing code.

On the obtained graphic the X-axis represents the results of the operations for each of the
test scenarios of the PoS algorithm test. For instance to find the results of the test for 100 Files
with 10MBs we go to the 100 Files section on the X-axis and find the black bar. The Y-axis
represents the time spent in seconds.

As we can see in Figure 4.4 for larger files the time it takes to perform the PoS algorithm,
and respective reply to the verifier, increases but not by a lot because the file size also increases,
and on the challenge generation the file size is used to generate the random file. The challenge
size consists of a list of bytes with 16 positions in which each one points to a respective character
in the file. This way even for larger files the time it takes to generate the challenge will not
increase significantly because the list size is 16. However, it is worth reminding that this value

is easily configurable.

4.1.2 Discussion

In this section, we will answer the previously asked questions and try to draw a few conclusions.
Which is faster to use P2P storage system or Cloud-based storage system?
After analyzing the results we can conclude that for smaller files the P2P is faster, however, this
depends on the nodes that compose the system. For different nodes, either with faster CPUs
or with fast network connectivity or that are close to each other the obtained results could be
different. It is also important to point that for the clouds the scenarios are similar. If the cloud
server that we are accessing is closer or further away the time it takes to communicate with
it also decreases or increases, respectively. But it is also important to point out that the code
to write, get and delete was not done concurrently on the P2P level, therefore the times could
be easily reduced by making the code operate concurrently. This improvement would alter our
conclusions because for larger files the time it takes to add and get files from the P2P would

reduce significantly, making the P2P a better solution overall.

What are the costs of using multiple clouds to store data versus P2P systems
or the blockchain Ethereum itself?

This question is very interesting namely because the cost differences are huge between the three
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scenarios. The cost of storing a 256bit on the Ethereum network is 20000 gas. The cost of gas at
the time of writing this document is 105 Gwei and each Gwei is 0.000000001 ETH [Woo14, etha).
We can easily calculate the cost of storing a file with 1KB [ethb]. Considering that 256bit costs
20000 gas then 1KB costs 80000 gas which gives us a transaction fee (Fiat) of $3.00352. The
cost of storing data on Amazon S3 depends on the region and it also varies depending on the
space used. It is paid monthly and it depends on the usage and amount of data stored [s3P]. We
experimented to attempt to find out the cost of storing certain values in the S3 storage bucket,
and we discovered that using the Price Calculator [pri] for 100GBs a month, 10000 requests of
either PUT, COPY, POST, LIST, 10000 requests of either GET, SELECT and considering a
data returned of around 50GBs and 50GBs of scanned data it would cost around 2.49 USD for
the US East Ohio region for the S3 Standard cost, as represented in the Figure 4.5. For GCP,
the cost is similar to S3, meaning that there is also a monthly cost depending on the usage and
amount of data stored [gep]. Finally, the cost of having a P2P node machine connected has an
associated electricity cost. This value depends on the country and region as well as the machine
that is being used. In conclusion, the cheapest solution seems to be the P2P storage system
because the only associated costs are the ones related to the fact that the storage machines must
be connected for the system to operate. But the price of S3 and GCP includes the costs that
both AWS and Google have with their always-connected servers. That and for larger files, the
cost of electricity would not vary, but both on the clouds and the Ethereum network the costs

will increase as the file size increases as well.

What is the cost of the PoS mechanism?
Overall we believe it is worth having the PoS mechanism implemented in the system. The ad-
vantages are greater than the possible drawbacks. Namely the fact that with this mechanism we
can ensure that each node is only using the amount of storage it gives to the system. And also
we can ensure that at the PoS time if a node is not storing the content as he was supposed to
it will be marked as faulty and discard by the verifier node for future interactions. This mecha-
nism prevents the system from collapse by incentivizing cooperation among nodes and sharing
resources while punishing those that do not comply with this as previously described. The one
thing that is worth discussing further is the frequency that the PoS mechanism will be executed.
WEell in our system this is configurable, therefore for different applications, different values could
apply better than others. It is worth mentioning that making PoS requests consumes system
resources, therefore the frequency of PoS requests should be properly considered according to

the type of application that is being used. One example is the Education Certificates. In this
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The calculations below exclude Free Tier discounts.

53 Standard storage

100 = GB per month

PUT, COPY, POST, LIST requests to 53 Standard
10000

GET, SELECT, and all other requests from 53 Standard
10000

Data returned by 53 Select

50 GB per month

Data scanned by S3 Select
50 GB per month
¥ Show calculations

Tiered price for: 100 GB

100 GB x 0.0230000000 USD = 2.30 USD

Total tier cost = 2.3000 USD (53 Standard storage cost)

10,000 PUT requests for 53 Storage x 0.000005 USD per request = 0.05 USD (53 Standard PUT requests cost)

10,000 GET requests in a month x 0.0000004 USD per request = 0.004 USD (53 Standard GET requests cost)

50 GB x 0.0007 USD = 0.035 USD (53 select returned cost)

50 GB x 0,002 USD = 0.710 USD (53 select scanned cost)

2.30 USD + 0.004 USD + 0.05 USD + 0.035 USD + 0.10 USD = 2.49 USD (Total 53 Standard Storage, data reguests, 53 select cost)

$3 Standard cost (monthly): 2.49 USD

Figure 4.5: Cost of the S3 storage bucket. [pri]

case, it is not necessary to do several PoS requests, one a day should suffice. However, if some
education certificate is being requested more often, maybe more PoS requests could be useful for
that particular file, and the same for the opposite case, if a certain certificate is not requested
for a long time, maybe performing fewer PoS requests is a good idea to save up resources. In
conclusion, this mechanism helps to ensure the system’s sustainability and it is an important
component of our system, however, it is up to the developers/administrators to configure how

often is worth it to perform this operation for each file/node.

Lastly, it is worth mentioning that using this solution to work in parallel to a blockchain
application would not interfere with the previously obtained results. Our solution is designed to
have files be easily referenced through for example some kind of smart contract of the Ethereum
blockchain. If for instance, someone wanted to use our solution to store Education Certificates,
as previously described, it could simply reference the files and access them through the system
or directly through the blockchain by performing a call on a smart contract. But these examples

are external to our solution and could be for any type of blockchain application which is why
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they were not tested.
Overall the system operates at the expected speed. However, it is possible to improve a few
aspects, namely, make the add, get, and delete operations concurrently. This way we can easily

improve the overall performance of the system.

4.2 Correctness Argument

In this section, we will perform a qualitative functional evaluation of the P2CSTORE. We will
assess if the P2CsTORE fulfills the requirements previously described. If not, why and if yes,

how does the system P2CSTORE makes it possible.

4.2.1 System Requirements

As described in Chapter 3 there are a set of requirements that the system is supposed to ensure.
Considering that it is not practical to test them quantitatively we will do it qualitatively. We

will explain how we ensure each of the system requirements, in particular:

Data Freshness

This requirement is ensured because whenever a file is added to the system, it is created a new
entry for it on the DHT. Every time a new operation to either delete or update the content
of the file takes place the old file will be deleted, and for the update, a new file will be added.
These changes occur both on the physical storage as well as on the DHT, this way we ensure
that the data presented to the user in case of a get operation happens is always correct and up

to date.

Data Integrity

This requirement is of paramount importance to our system. Considering that the major mo-
tivation for our work is the storage of Education Certificates it is essential to ensure that the
certificate was not corrupted in any way. We do this by performing an integrity check upon
getting the data from the system. When we add a new file to the system the hash of the file’s
contents is generated and that becomes the file key to access the file. Once someone performs the
get operation to get the file and read its contents the system verifies if the hash of the contents
of the file retrieved from the system is the same as the file key that is on the DHT. If the values
match, then the integrity of the file is good. Otherwise, the file is considered corrupted and is
rejected by the system. This way if anyone attempts to change the file contents or manipulate

data, the system will be able to spot it and reject those changes.
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Data Availability

This requirement is more relative to each situation. Our system is prepared to have both cloud
storage providers as well as a configurable number of peers decided by each user to increase
availability but, if a user for example intends to simply use two storage peers to store its data
and no clouds it is easy to say that the system could easily become unavailable. However, if a
user uses five storage peers and two cloud storage providers to store its data it would be much
more unlikely that this user finds the system unavailable because it has seven different sources
to retrieve its data and access the system.

In general, the availability of the system depends mostly on the user configurations and
whether or not the storage peers that were used to store the data become offline often or not.
But even if for instance a node is the majority of the time offline and not providing the service
our PoS algorithm can mark it faulty and relocate the data stored on that node to another.

With this measure, we also increase availability.

4.3 Summary

The generic goals of our work were that we should be able to ensure all system requirements, be
able to implement the solution as described, and finally that the system operations performance
was reasonably good. As described above it is safe to consider that the system requirements
were fulfilled. While developing this work we manage to implement some extra features that
make the system more interesting and more robust overall.

One such example is our PoS Algorithm. As previously explained this algorithm prevents
free-riding attacks and improves the system sustainability. Due to the PoS Algorithm, any node
is incentivized to work with the system and participate fairly than to work against the system
and attack it in some way.

Another example is our storage space exchange mechanism. This mechanism operates along-
side the PoS Algorithm. With this mechanism, any node that wants to use the system has to
provide the same storage it intends to use. This way we can maintain the available storage
always guaranteed.

These features help the system to be more robust, sustainable, and resilient to attacks.
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Chapter 5

Conclusions

Blockchains can only store small amounts of data. To store larger files it is necessary to have
some kind of storage system, parallel to the blockchain. In this document, we proposed a Storage
System for Blockchain.

This work presents the P2CSTORE system, a storage system based on P2P and Cloud Storage
that uses the best of both. It uses both to improve the availability of the system as well as the
cost, giving to the developer/administrator the flexibility to manage the trade-offs of using P2P
and Cloud Storage Systems. This system attempts to solve the need introduced in Section 1
which is the fact that blockchains can not store large amounts of data, only hashes.

The document starts by presenting several related works that will help with the development
of the project. We analyzed several systems as well as the blockchain in particular Ethereum. In
the next section, an architecture was proposed to try to solve the defined problem. Afterward,

a strategy was delineated on how to evaluate the proposed architecture once implemented.

5.1 Achievements

This dissertation reached two important achievements. The first achievement is the development
of the P2CSTORE system, which can leverage both cloud and P2P technologies to create a
storage system for DApps. The second achievement was the fact that we were able to ensure
all of our initial system requirements, data freshness, data integrity, and data availability. The
third achievement worth mentioning is the fact that we were able to improve upon our initial
goals, in particular, we created a PoS Algorithm and a Storage exchange mechanism to improve
the system robustness and sustainability.

We also consider an achievement the fact that, as mentioned in the Chapter 1, a version of this

work was published as P2CSTORE: P2P and Cloud File Storage for Blockchain Applications
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for the 19th IEEE International Symposium on Network Computing and Applications (NCA
2020).

5.2 Future Work

The design and implementation of P2CSTORE can be extended and improved in several different
ways. A smart contract that would be responsible to reference the hash of transactions to the
respective node on P2CSTORE could be done on the Ethereum blockchain. This could be used
for the education certificates, meaning that when some university issued a certificate it could
store the file in our system and make an Ethereum transaction holding a smart contract that
would point to the file location on our storage system. This suggestion would allow for the usage
of our storage system to store education certificates parallel to the Ethereum blockchain. This is
interesting because it allows for the verification of the certificate authenticity on the blockchain,
like proposed by Serranito et al. [SVGC20], as described in Section , and for the storage of the
actual certificate in our storage system.

Another natural improvement is to make the processing of the operations concurrent on the
client-side to reduce latency.

On the PoS Algorithm, a requester has to have the file to generate and verify the challenges
is a drawback, this is a problem because the requester can lose the file and if it does so it has
no way to request a PoS from the storage peers, instead, it will have to trust them, get the
file and then perform the PoS. To tackle this issue we propose for future work that on the add
operation of the file to the storage system the verifier, which in this case is the node adding the
file, generates a number of challenges and uses them for the proofs. To prevent the repetition
of proofs the verifier node, periodically, should request the file to the system and regenerate a
new set of proofs and discard the used ones.

Another possible improvement to P2CSTORE could be the addition of TLS to enhance the
confidentiality of communications. More cloud storage providers could be added to the system.

For the update operation, it is interesting to add some sort of locking mechanism to prevent
readers from seeing the old version as the newer version is written into the system.

Another relevant improvement is regarding security, for instance, if a malicious storage peer
M attempts to deceive the system by performing a wrong used storage update he can do so.
This is possible because the update of that value on the routing table is based on trusting the
writer node, which is the node that performed the operation. The prevention of this attack
is possible by, for example, having a verification done by the nodes storing the file contents

when an update is done on the routing table. This is possible if the nodes know how many
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replicas there are in the system for that particular file of the node M, if so they can perform
the necessary calculation and verify if the result is correct, if not they can update it with the
proper value after some kind of consensus is achieved among the storage nodes that are storing
the file.

The other important improvement is on the node registration. In the present version, we
have a local file from which we read if a node is allowed or not to join the network. However, it
would be more interesting to move this file to the BootStrap Nodes. This way, only these nodes

can register users into the network and verify if they are allowed to join or not.
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Appendix A

User Interface - Operations

The user interface allows for several commands, in the document we described the add com-
mand, in this appendix we will describe the other commands that correspond the the available
operations. It is worth mentioning that it is possible that the order of the system messages can
be different if we are using clouds or not, because as the requests are done parallel to clouds and
DHT in some cases the DHT can respond faster and in others the clouds might respond faster.

This is also the case if we use multiple clouds.

Get Command User Interface

bss-terminal: get
File key: FILE_KEY
File donwloaded from the DHT

bss-terminal:

The file can also be download from the S3 cloud or the GCP cloud, that depends whether

or not the user has the clouds enabled or not.

Delete Command User Interface

bss-terminal: delete
File key: FILE_KEY
File deleted: FILE_KEY

bss-terminal:
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Update Command User Interface

bss-terminal: update

File key: FILE_KEY

What is the path to the new file version?: NEW_FILE_PATH
File deleted: FILE_KEY

File stored: NEW_FILE_KEY

bss-terminal:
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